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COJIEP)KAHUE

1. OBLAA XAPAKTEPHCTHKA PAFOYEH IIPOI'PAMMBI
IIPOD®ECCHOHA/IBHOI' O MOAYIIA

2. CTPYKTYPA H COAEP/KAHHE ITPODPECCHOHAJIBHOI' O MOAYIIA

3. YCIIOBHA PEA/IH3ALIHH PABOYEH ITPOTPAMMBI ITPO®ECCHOHAIBHOIO
MOIYIA

4. KOHTPOJIb H OIEHKA PE3YJIBTATOB OCBOEHHSA ITPO®ECCHOHAIBHOIO
MOIYIA




1. OBIAA XAPAKTEPHCTHKA PABOYEH ITPOT PAMMBbI
IIPO®ECCHOHA/IBHOI'O MOAYIIA
IIM.03 DKCILIVATAIIHA OB bEKTOB CETEBOH HH®PACTPYKTYPhI

1.1. lenv u nnanupyemvie pe3yapmamost 0C60EHUA NPOPECCUOHATLHOZ0 MOOY/IA

B pesynbTare usyuenus npodeccuoHaIbHOTO MOAYIISl 00y4daroIUiCs TOJIKEH OCBOUTh OCHOBHOM
BUJ JCATENbHOCTH OKCIUTyaTallusi OOBEKTOB CETEBOM WHQPACTPYKTYPHl U COOTBETCTBYIOILIHE €My
o0nirie KOMIETEHINH, U TPO(eCcCHOHATbHbBIE KOMIETEHIINN:

1.1.1. TlepedeHn OOIMX KOMICTCHITHI

Kox HanMeHoBaHHe 001X KOMIIETEHIUI

OK 01. Bri0upars ciocoOsb! perieHus 3a1a4 MpogecCuoHaNbHON AATENbHOCTH IPUMEHHUTEIFHO K
pa3IMYHBIM KOHTEKCTaM

OK 02. Hcnonp3oBaTe COBpeMEHHBIE CpEACTBA TIOMCKA, aHAIW3a W HMHTEpIpeTanud HWHQOpMaluu H
WHQOPMAIMOHHBIE TEXHOJIIOTHH JJIsl BBIONHEHHS 33134 NpodecCHOHANBHON IS TENbHOCTH

OK 03. [InanupoBaTh W pealn30BBIBATE COOCTBEHHOE NPO(PECCHOHANBHOE M JMYHOCTHOE pa3BUTHE,
MPEIINPUHUMATENBCKYIO JIESTENIbHOCTh B TPOQECCHOHANBHON cdepe, HCIOIb30BaTh 3HAHUS IO
MPaBoOBOH M (PMHAHCOBOW TPAMOTHOCTH B PA3JIMYHBIX KHU3HEHHBIX CUTYALIUSIX

OK 04. Db dekTHBHO B3aMMOICHCTBOBATh ¥ Pa00TATh B KOJUICKTHBE U KOMaH/Ie

OK 05. OcCyliecTBIATh YCTHYIO M NMUCBMEHHYI0 KOMMYHHKAILMIO Ha TOCYJapCTBEHHOM s3blke Poccuiickoii
Denepaliny ¢ yaeToM 0cOOEHHOCTEH COIMAIBHOTO U KYIBTYPHOTO KOHTEKCTa

OK 06. IIposiBNATh TpaXkJIaHCKO-MIATPUOTUUECKYIO MO3UIINIO, IEMOHCTPUPOBATh OCO3HAHHOE IOBEJIEHUE Ha
OCHOBE TPAJWIIMOHHBIX POCCHUHCKUX JYXOBHO-HPAaBCTBEHHBIX LIEHHOCTEH, B TOM YHCIIE C YYETOM
TapMOHHM3AIMN MEXKHAIMOHATIBHBIX M MEXPETUTHO3HBIX OTHOUICHHWH, TPUMEHSATh CTaHIAPTHI
AHTHKOPPYIIIMOHHOTO TIOBEACHHUS

OK 07. ConeiicTBOBaTh COXPAaHEHHIO OKPY)KAaIOIIeH cpelbl, pecypcocOepekeHHIo, MPUMEHSITh 3HaHUS 00
W3MEHEHUH KJIMMara, NPUHLIUIBI OepexIMBOIO MPOHM3BOACTBA, A(PPEKTUBHO [EHCTBOBAaTH B
Ype3BBIYANHBIX CUTYAIHIX

OK 08. Hcnonp3oBare cpencTtBa (QU3MYECKOW KYJABTYPHI IJII COXpPaHEHHWS M YKPEIUICHHs 3/I0POBBS B
nporecce NpoeCCHOHANBHON JEATENFHOCTH U MOIAEpKaHU HEoOXOANMOTO YPOBHSA (U3UUECKON
MOJITOTOBJIEHHOCTH

OK 09. [Tonp30BaThCs MPOdeCcCHOHATFHON TOKYMEHTAITMEH Ha TOCYIaPCTBEHHOM M MHOCTPAHHOM SI3BIKaX

1.1.2. NepeyeHb NpodeccuoHanbHbIX KOMNETEHUNM
Kon Haumenoeanue 6uooe oesamenvnocmu u npogheccuonaibHvlX KOMHEemeH Uil

BJI 3. Oxenayamayus 06veKmoas cemesoui UHGpacmpyKkmypol

MK 3.1.  |OcymecTBIATh MPOSKTUPOBAHNE CETEBON HHPPACTPYKTYPHL.

MK 3.2.  |O6cayxuBaTh ceTeBble KOHPUIYpaLlMK NPOrpaMMHO-aNNapaTHbIX CPEJICTB

MK 3.3.  |OcymIecTBIATh 3aIATy HHPOPMAITUH B CETH C HCIIOIH30BAHUEM IPOTPAMMHO-ANTIAPATHRIX CPEICTB

MK 3.4.  |OcymecTBIsATh YCTpaHEHHE HETUIIMYHBIX HEUCIIPABHOCTEH B padoTe ceTeBOil MHQPACTPYKTYPHI

K 3.5. |MozaepHU3HpOBaTh CETEBbIE YCTPOHCTBA HHPOPMALMOHHO-KOMMYHHKAIIMOHHBIX CUCTEM

HNmets - 00CcImy>KMBaHUU CETeBOU MHPPACTPYKTYPHI, BOCCTAHOBICHUU PabOTOCTIOCOOHOCTH

MPaKTUYECKUI | CETH mocie cOos;

OIIBIT B - yIaJ€HHOM aJIMUHUCTPUPOBAHUU U BOCCTAHOBIIEHHUH Pa00OTOCIIOCOOHOCTH CETEBOM
UHPACTPYKTYPHL;
- NOJJEPXKKE II0JIb30BaTEled CETH, HACTPOMKE allapaTHOro0 M IIPOrpPaMMHOIO
o0ecneueHus ceTeBO HHAPACTPYKTYpPHI

YMETH - BBINOJHATH MOHUTOPHUHI M aHajiu3 pabOThl JIOKAIbHON CETH C IOMOUIBIO
MIPOrpaMMHO-AMIapPaTHBIX CPE/ICTB;
- OCYILLIECTBJISITh JUArHOCTUKY U IOUCK HEUCIIPABHOCTEN BCEX KOMIIOHEHTOB CETH;
- BBINIOJIHATH ACUCTBHUS M0 YCTPAHEHUIO HEUCIIPABHOCTEH

3HATh - ApXUTEKTypy U (YHKLUHUU CHUCTEM YIPABJICHUS CETAMH, CTaHIApThl CHCTEM

YIpaBJICHUS;




- CpeJCTBa MOHUTOPUHTA U aHAIN3a JOKAJIbHBIX CETEH;
- METO/Ibl YCTPAHEHHUs HEUCIPABHOCTEH B TEXHUUECKHUX CPEJICTBAX

B pe3ynbrate ocBoeHUs MpodeCcCHOHATBHOIO MOAYJIS 00YYarOIIUACS JOMKEH:
1.2. KosimyecTBO 4acOB, OTBOJAMMOE HA OCBOEHHE NMPO(PeCcCHOHATIBLHOT0 MOMLYJIs

Bcero wacoB no npodeccruonanbHoMy Moyio - 600 yaca
N3 nux va ocBoenne MJIK.03.01 180 yacoB
Ha ocBoerne MJIK.03.02 150 gacos
Ha CaMOCTOSITENIbHYIO0 padoTy — 24 4yacoB
Ha IIPaKTUKH - 216 gacoB, B TOM yuciie yueOHyro 108 4acoB ¥ MpOU3BOJACTBEHHYIO (110 TPOQHITIO
cnenuanbHoCcTH) -_108 yacoB
Ox3amen 1mo MJIK — 20 yacoB
Dk3aMmeH no Moayiito - 10 yacos




2. CTpyKkTypa M coep:kaHue NpodhecCHOHAIBLHOI0 MOAYJIsI 5
2.1. Ctpykrypa npodeccnonanbHoro moayas I1IM.03 IKCIUIYATAIIUA OB bEKTOB CETEBOH HH®PACTPYKTYPhI

O6beM mpodeccnoHanTbHOr0 MOAYJIS, Yac.

Kot HanMeHOBAHIS CymmapH Obyuenue no MJIK Ipakmuku [IpomexxyToun
npodeccHOHATBH paszienos Blit 06BEM Jabopatop | Kypcos A aTTCCTAHA | CanvocTosITEND
BIX OOIIINX npodecCHOHANbH | HArpys3kd, | Beero HBIX 1 bIX VaeGHas Tpoussoactaen Has paboTa
KOMITIETEHITH I Or0 MOMIYJIS Jac. npakTHiec | pabor Hasi
KHX (mpoexT
3aHATUH OB)
1 2 3 4 5 6 7 8 9 10
OK 01.-11. Pazmen 1.
I1K 3.1.-3.7. Dkcmyaranuus
00BEKTOB 274 180 120 72 10 12
CETeBOM
HHDPACTPYKTYpHI
OK 01.-11. Paznen 2. 208 150 120 36 10 12
IIK 3.1.-3.7. be3zonacHocTh
KOMITBIOTEPHBIX
ceTel
OK 01.-11. [IpousBoaCTBEHH 108 108
IK 3.1.-3.7. ast mpakTuka (1o
poQuITI0
CIEIMATBbHOCTH)
DK3aMeH I10 10 10
MO/TYJTIO
Bcezo: 600 330 | 240 X 108 108 30 24




2.2. TemaTHUecKHii IJIaH U colep:kaHue npodeccuonanbuoro moxyas ITM.03 IKCITIIYATAIIUA OB bEKTOB CETEBOH

HHDOPACTPYKTYPbI
HaunmenoBaHue pa3ge/ioB
" TeM .
Conep:xaHue yueOHOro MaTepuasa, O0béM
npodeccuoHATBLHOI0
JladopaTopHble U NPAKTHYECKHe 3aHITHUS, CAMOCTOsITeJIbHAsA yueOHasi padoTa odyuyaroumuxcs, Kypcosasi padora B
moayJaa (ITM),
(mpoekT) qacax
MEKTACHUIIIHHAPHBIX
KypcoB (MK)
1 2 3
Pa3znen 1. Jkcrmryatanusi 00beKTOB CeTeBOIl HHPPACTPYKTYPHbI 274
MJIK 03.01 3OxcniayaTtanus 00beKTOB ceTeBOH HHPPACTPYKTYPbI 180
Tema 1.1. Dxcrutyaranus Cooeporcanue 100
TEXHUYECKUX CPEJCTB 1. du3ndeckre acmeKThl dKCIuTyarTarpn. Ou3ndeckoe BMEIIaTeIbCTBO B MHPPACTPYKTYPY CETH.
ceTeBOi MH(PACTPYKTyphl | 2. AKTUBHOE M ITIACCUBHOE CETEBOE 000PYN0BaHME: KabeIbHbIE KaHANIBI, KAOEIb, IIATY-NAHEIH, PO3ETKH.
JIP1, JIP2, JIP3, JIP4, 3. TTonoca ponycKaHusi, mapa3uTHas Harpys3Ka.
JIPS, JIP7, JIP9, JIP13 4. PacurupsieMocTh ceTr. MacuirabupyeMocTh ceTr. JJobaBieHre OTAeIbHbBIX 3JIEMEHTOB CETH (IOIh30BATENCH,

KOMITBIOTEPOB, TPIIIOKCHHM, CITYXKO).

5. HapaumBanue JUIMHBI CETMEHTOB CETH; 3aMEHa CYLIECTBYIONICH anmaparyphl.

6. YBennuyeHre KOJIMYECTBA Y3JI0B CETH; YBEJIMUEHHE NPOTSHKEHHOCTH CBSA3EH MEXKIy 00hEKTaMH CETH.

7. Texauueckas M IPOEKTHasi JOKyMeHTauus. 1lacnopT TEXHUYECKUX YCTPOUCTB.

8. dusnueckas KapTa BCeil CeTH; JIOTHUYecKasl TOMOJIOTHs KOMIIBIOTEPHOU CETH.

9. Knaccudukarust periaMeHTOB TEXHUUECKMX OCMOTPOB, TEXHHYECKHE OCMOTPHI 00BEKTOB CETEBOM HHPPACTPYKTYPHI.
10. IIpoBepka 00BEKTOB ceTeBOW MHPPACTPYKTYPHI U TPOPIIIAKTHIECKHIE PadOThI

11. ITpoBenenue perysspHOTO pe3epBupoBanusi. OOcTyXuBaHue GUINIECCKUX KOMIIOHEHTOB; KOHTPOJIL COCTOSTHUS
annapaTHoOro o0ecneyeHus; OpraHu3alusl yAaJeHHOTO ONOBEIICHHsSI O HEMoMIaaKax.

12. IIporpamMMHOe obecnieueHue MOHUTOPHHTA KOMIIBIOTEPHBIX CETEH U CETEBBIX YCTPOMUCTB.

13. ITpotokosn SNMP, ero xapakTepucTHKH, (popMaT coobieHunit, Habop yCIyT.

14. 3agauu ynpasieHMsl: aHAJIM3 IPOU3BOIUTEIBHOCTH M HAJIS)KHOCTH CETH.

15. O6opynoBanue IUisi AUATHOCTHKY U cepTUHUKALMN KaOelnbHBIX cucTeM. CeTeBble MOHUTOPBI, MPUOOPHI IS
cepTudUKaiy KaOeIbHBIX CUCTEM, KaOeJbHbIE CKAHEPhI U TECTEPHI.

B mom uucie npakmuyueckux 3auamuil 6 hopme npakmuueckoil n0020mosKu 70
1. OKoHIIOBKa Ka0eJs BUTas Iapa

2. 3agenka kabelst BUTas mapa B pO3ETKY

3. KpoccupoBaHue ¥ MOHTaK MaTY-MaHENH B KOMMYTAIIMOHHBIN 1IKad), HAa CTEHY
4. TectupoBanue Kabems

5. Tlopnepxka mojap30BaTeleH CETH.




6. DkcnyaTanus TeXHHYSCKHX CPEJCTB CETeBOW MHPPACTPYKTYphI (IPUHTEPHI, KOMIBIOTEPEI, CEPBEPHI)

7. BollloJIHEHHE NEIUCTBUM 0 YCTPAHEHUIO HEUCIIPABHOCTEH

8. BrimmonHeHne MOHHUTOPHUHI'A ¥ daHAJIN3a pa60TI>I JIOKaJILHOU CETH C IIOMOLIBIO IMTPOI'PaMMHEIX CPEICTB.

9. OdopmieHHE TEXHIUECKON JOKYMEHTAIINH, IPaBUiIa 0OpPMIIEHHS TOKYMEHTOB

10. ITpotoxoun ynpasnenus SNMP

11. OcHOBHBIE XapaKTEPUCTHUKH ITpoTokosa SNMP

12. Ha6op ycnyr (PDU) nporokosa SNMP

13. ®opmat coobmenuii SNMP

14. 3amaun yrpaBicHMs: aHAIN3 MPOU3BOAUTEILHOCTH CETH

15. 3amaun ympaBieHMsI: aHAJIA3 HAJIEKHOCTH CETH

16. YpasieHne 6€300acHOCTBIO B CeTH. Y4eT TpaduKa B CETU

18. CpencTBa MOHUTOPUHIA KOMIIBIOTEPHBIX ceTel

19. CpencTBa aHajau3a CETH C MOMOIIBIO KOMaH]l CETEBOM ONEepallMOHHON CUCTEMBI

20. duHaNbHAS KOMIUICKCHAS MpaKTHIecKasi padoTa Mo dKCIUTyaTaIlli 00BEKTOB CETeBOH HHMPACTPYKTYPHI

Tema 1.2. Jxkenuryatanms
cucreM IP-renedonun
JIP1, JIP2, JIP3, JIP4,
JIPS, JIP7, JIPY, JIP13

Cooepicanue

1. Hacrpoiika H.323. Onucanue H.323 u oburue pexomennanuu. OyHKIHoHATbHBIE KOMITOHEHTHI H.323.YcTanoBka u
nonnepxka coequaeHust H.323. Coeaunenns 6e3 u ¢ ucrons3oBanueMm GateKeeper. CoeqrHEHUS C HCMOIB30BaHUEM
Heckonpkux GateKeeper. MHoronoas3oBarensckue KoHheperuu. ObecredeHne 0TKa30yCTOMINBOCTH.

2. Hactpoiika SIP. Onucanue u obuue pekomernaarnuu. TexHomorust SIP u cBsi3aHHbIe ¢ HEl CTaHIapTHI.
OynknuonanbHble KoMIOHEHTHI SIP. Coobienus SIP. Anpecarus SIP. Mojenb ycTaHOBICHUS COCTUHCHUS.
IlmaHnpoBaHue OTKA30yCTOMYMBOCTH.

3. YcTaHOBKA M HHCTAILIAIHS IPOTPaMMHOTO KOMMyTaTopa. MoHTaxHbIe TpoueAypsl. [Iponenypsr HHCTALUIAINN.
VYmpasnenue anmnapaTHeIMU cpeacTBamu u moptamu. [Iporokonsl ynpasnenus MGCP, H.248. Co3ganue aHamoroBeix
a00HEHTOB. BHyTpHCTaHIIMOHHAS MapIIPYTH3AIIHS.

4. YnpasneHue n0porpaMMHbIM KoMMyTatopoM. Mapmpytuzauus. ['pynnel coequautensHbix auHui. [loaknodenue
craumuii ¢ TDM (abonentckuii noctyn TDM). Curnammsarus SIP, SIP-T, H.323 u SIGTRAN. IP
-a00HEHTHIL. ['pynel a00HEHTOB. J{0MONHUTENBHBIC A00HEHTCKUE YCITYTH.

5. Opranwuzarus SkcrutyaTanuu cucteM [P-renedonun. Texauueckoe 00CTy)KUBaHUE, TUTAHOBBIN TEKYIIUI PEMOHT,
IJIAHOBBIY KalUTaJIbHbIA PEMOHT, BHEMJIAHOBBIN PEMOHT.

6. Boccranornenne paboThI ceTr mociie aBapuu. CXeMbl ITOCIIeaBapUitHOTO BOCCTAHOBJICHHS pabOTOCIIOCOOHOCTH CETH,
TEXHHYECKAs ¥ MPOSKTHAs JIOKYMEHTAIH, CIIOCOOBI pe3ePBHOI0 KOMMPOBAHUS JAHHBIX, IIPUHITUITEI pAOOTHI XPaHITHUIIL
JIAHHBIX;

80

B mom uucie npakmuyeckux 3auamuil 8 (hopme npaKmuueckoii n00Z0moeKu

1. Hacrpoiika anmapatabix IP-Temedonon

2. Hactpoiika nporpamMmMubix [P-tenedonos, dakcos

3. Pa3BepThiBanue cetu ¢ ucnoib3zoBanneM VLAN s IP-tenedonnun  Hactpoiika nutro3a

5. yCTaHOBKa, IMOAKJIFOUCHME U IICPBOHAYAJIBHEIC HaCTpOfIKPI T'0JIOCOBOI'O MAapHIpyTHU3aTOpa

50




6. Hactpoiika TabJuIlbl OJIH30BATEICH B TOJOCOBOM MapUIPyTH3aTOPE

7. HacTpolika IpyIii B rOJIOCOBOM MapLIPyTU3aTOPe

8. Hactpotika TabauIIel MapIpyTH3aldK BRI30BOB B TOJIOCOBOM MapIIPYTH3aTOPe

9. Hactpolika roJIOCOBBIX COOOIICHUH B MapIIpyTH3aTOPE

10. HacTpoiika nporpammuo-anmnapaTtaoi [P-ATC

11. YcraHoBka u HacTpoiika mporpammuoi IP-ATC (manpumep, Asterisk)

12. TGCTI/IpOBaHI/Ie KOACKOB. I/ICCJIC,I[OBaHI/IC IapaMCTpPOB KA4CCTBA O6CJ'Iy)KI/IBaHI/IH

13. MOHUTOPHUHT M aHAJIN3 COSAMHEHUH 110 Pa3JIUYHBIM IPOTOKOJIaM

14. MOHHUTOPHHT BBI30BOB B MPOTPaMMHOM KOMMYTaTOpe

15. Co3nanme pe3epBHBIX KOMHH 0a3 TaHHBIX

16. lmarnocTuka v ycTpaHeHHEe HeucnpaBHOCTeH B cucteMax [P-tenedonnn

17. ®uHanpHas KOMIUIEKCHas MpakTHUecKas padoTa mo skciutyaranuu cucteM IP-tenedonnn

ITpomesxkyTounas arrectauusi no M/IK B ¢popme 3x3amena 10
JIP1, JIP2, JIP3, JIP4, JIPS, JIP7, JIP9, JIP13
Y4yeOHas NpakTHKa B (hopMe NPAKTHYECKOH MOATOTOBKH
Buasl padort
1. VYcranoBka WEB-cepsepa
2. Jlmarnoctuka u oocimyxuBanue Web cepsepa
3. JlmarHocTHKa 1 oOcimyxuBaHue (HaiIoBOro cepsepa
4. JlmarHOoCTHKA M OOCITyKUBaHUE TIOYTOBOTO cepBEpa
5. JluarHoctuka u oociayxuBanue SQL — cepBepa
6. Kon¢urypuposanue web-cepsepa.
7. 3amyck, mepe3amnyck U OCTaHOB cepBepa. 72
8. BsaumopelicTBue ¢ 6a3aMu TaHHBIX.
9. VYcraHoBka Opanamayspa.
10. CoxpaHeHHe 1 BOCCTaHOBJIEHHE OONBIITNX HAOOPOB MPaBUIL
11. OGecneueHne 6e30MacCHOCTH.
12.  AJIMHHUCTPHPOBaHHE CEPBEPOB U PAOOUMX CTAHIIUH.
13.  Opranuzanus 10cTyma K JOKaJIbHBIM ceTsM u HTepHeTy.
14. YcraHoBKa U COTPOBOXKICHUE CETEBBIX CEPBUCOB.
15. Pacuér cTomMOCTH ceTeBOro 000pyA0BaHUS U IPOrPaMMHOTO 00ecTieueHusl.
COop JaHHBIX VIS aHAIM3a UCIIOJIb30BAHUS MPOrPAMMHO-TEXHHUYECKHX CPEJCTB KOMIBIOTEPHBIX CETEH.
CamocTosiTesbHast padora: 12

1. Cucremaruueckas mpopabOTKa KOHCIICKTOB 3aHTHii, y4eOHOW U CIICIHANIbHON TeXHUYECKON JIUTEPaTyphl.

2.  KoncrnektnpoBanue Tekcta, paboTa co cIoBapsIMHU H CIIPAaBOYHUKAMH, 03HAKOMIICHHE C HOPMATUBHBIMH JJOKYMEHTaMH, Y4eOHO-
HCCIIeIoBaTeIbCKasg paboTa IpH caMOM IHPOKOM HMCIIONB30BaHNU MuTepHeTa 1 Apyrux IT-TeXHOIOTHiA.




3. IIpoextHble GopMBbI pabOTHI, TOATOTOBKA COOOIICHUH K BHICTYIUICHHIO HA CEMUHApaX M KOH(EPEHIMSIX; OJAr0TOBKA pedepaToB, JOKIAI0B.
4.  TloaroToBKa K JJAOOPAaTOPHBIM U MPAKTHYCCKAM 3aHATHUSIM C HCIIOIB30BAHUEM METOINYECKUX PEKOMEHIAINi IpernojaBares, ohopMIilcHHE
7a0opaTopHO-NPaKTHYECKUX paboT, OTUYETOB M MOJrOTOBKA K UX 3alIHTE.

Paznen 2 be3onacHOCTh KOMIIBIOTEPHBIX CeTeil

208

MJIK.03.02. be30nacHOCTh KOMIIBIOTEPHBIX ceTeil

150

Tema 2.1.
be3omacHOCTh
KOMITBIOTEPHBIX CETEl

JIP1, JIP2, JIP3, JIP4,
JIPS, JIP7, JIP9,
JIP13

Cooeporcanue

1

DyHIaMeHTAJIbHbIEe MPUHIUIBI 0€30IacHOM ceTH
CoBpeMeHHBIE YTrPO3bI CeTEeBOM 0e30macHOCTH. BUpYCHI, YepBH U TPOSTHCKUE KOHU. METO/TbI aTak.

2

Be3onacHocts CeteBbIx yeTpoiicTs OSI
bezonacHelit JocTyn K ycTpoicTBam. HazHaueHre aIMUHUCTPATUBHBIX poJied. MOHUTOPHUHT U yIIpaBlieHUE
ycTpoiictBamu. Mcronp3oBanue QyHKITNS aBTOMATH3UPOBAHHON HACTPOHKH 6E30MacHOCTH.

ABTOpH3anus, ayTeHTH(PUKAIUS U ydeT JocTtyna (AAA)
CaotictBa AAA. JlokanpHas AAA ayrentudukanus. Server-based AAA

Peanu3anus Texnoyoruii opanamayspa ACL. Texnomorus 6panmmayspa. KOHTEKCTHBIN KOHTPOJIb JOCTYIIa
(CBAC). llonutuku OpanaMay3pa, OCHOBaHHBIE Ha 30HAX.

Peanu3anusi TexHoJioruii nperoTBpamieHus BTOPKeHUs
IPS texnonoruu. IPS curnarypsl. Peanuzauus IPS. ITpoBepka u Mmonutopusr IPS

Be3onacHOCTB JIOKAJBHOI ceTH
Ob6ecriegeHne 6€30MaCHOCTH MOJIb30BATENbCKUX KOMITbIOTEpOB. CooOpakeHns 1Mo 6e301macHOCTH BTOPOTO YPOBHS
(Layer-2). Kondurypamms 6e3omacHoctu BToporo yposssi. besonacHocts OecnipoBoabix cereit, VolP u SAN

Kpunrorpadguueckue cucrembl  Kpunrtorpaguueckue cepBuchl. bazoBas 1e10CTHOCTD U ayTEHTHYHOCTb.
Konduaennnansaocts. Kpunrorpadusi OTKPBITHIX KIIOUEH.

Peanuzanus texnonoruiit VPN  VPN. GRE VPN. Komnonents! n ¢pyakmonupoanue IPSec VPN. Peanmnzanus
Site-to-site IPSec VPN ¢ ucnoas3oBanueM CLI. Peanuzanus Site-to-site IPSec VPN ¢ ucrioas3osanuem CCP.
Peammzanmsa Remote-access VPN

YnpasJjienue 6e30nacHOii ceTbIO
[MpuHnumer 6e30nacHOCTH ceTeBOro Mu3aitHa. besonacHas apxutektypa. YrpaBlieHHe IpoieccaMu H 0€301acHOCTb.

TeCTHpOBaHI/Ie CCTU Ha YA3BUMOCTHU. HerepBIBHOCTB 6H3Heca, TJIaHUPOBAHUEC BOCCTAHOBIICHUA aBapI/If/iHLIX CHTyaHHﬁ.

JKu3HeHHbBIN OHKJI CCTU W TINIAHWUPOBAHHUC. Pa3pa60TI<a PErJIIaMCHTOB KOMITAHWH W ITOJIUTUK 0€30IMaCHOCTH.

10

Cisco ASA Bgenenue B AantuBHOE yCTpoiicTBo Oe3onacHocT ASA. Kondurypariiust pauprosa Ha 6aze ASA ¢
UCHojb30BaHueM rpadudeckoro unrepdeiica ASDM. Kondurypamus VPN Ha 6a3ze ASA ¢ UCIIOJIb30BaHUEM
rpaduyeckoro uaTepdetica ASDM.
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B mom uucie npakmuyueckux 3aHAmuil 8 hopme nPAKmMuULecKoil HOOZOMOGKU

1

CornnanapHas HHKCHEPHUS

2

HccenenoBanue ceTeBbIX aTaK M HHCTPYMEHTOB IIPOBEPKH 3aILUTHI CETH

3

Hactpoiika 6e30macHOro ocTyna K MapupyTu3aTopy

120




Ob6ecrieueHne aiMuHucTpaTrBHOTO HocTyna AAA u cepepa Radius

HacTtpoiika nonutruku 0€301acHOCTH OpaHIMay3poB

Hacrpoiika 6e30macHOCTH Ha BTOPOM YPOBHE HAa KOMMYTAaTOpax

4
5
6 Hactpoiika cuctemsl mpenoTBpameHus BropskeHuii (IPS)
7
8

HccnenoBanne METO0B MU(BPOBaHUS

9 Hactpoiika Site-to-Site VPN ucnons3yst uaTepdeiic KOMaHIHONW CTPOKH

10 | bazoBas HacTporika nuro3a OezomacHoctd ASA 1 HacTpoiika OpaHIMaydIpOB UCHIOIB3Ysl HHTepdelc KOMaHIHOW CTPOKH

11 | ba3zoBas HacTpolika nuto3a OezomacHoctd ASA 1 HacTpoiika OpanaMay’poB ucnonb3yst ASDM

12 | Hacrpoiika Site-to-Site VPN ¢ oaHO# CTOPOHBI HAa MapIIPyTH3aTOPE UCIIONB3YS HHTEP(Ec KOMaHTHOW CTPOKH H C
JIPYroii CTOPOHBI UCIIOJIB3Ys 11103 Oe3omacHocTd ASA nocpencteom ASDM

13 | HacrpoiikaClientless Remote Access SSL VPNs ucnons3yst ASDM

14 | Hacrpoiika AnyConnect Remote Access SSL VPN ucnons3ys ASDM

15 | dunanpHas KOMIDIEKCHAs JabopaTtopHas padoTta 1mo 6€301MacHOCTH

ITpomeskyTrounas arrecrauusi no MK B ¢gopme 3x3amena

10

JIP1, JIP2, JIP3, JIP4, JIPS, JIP7, JIP9, JIP13

CamocrosiTeibHas padoTa:
1. Cucremarnyeckas mpopaboTKa KOHCTICKTOB 3aHATHH, y4eOHOH U CIEIHaIbHON TEXHHYECKOW JINTEPaTYPHI.
2. KoncnektupoBaHue TEKCTa, paboTa CO CIIOBAPSIMU M CIIPABOYHUKAMH, O3HAKOMIICHHE C HOPMATUBHBIMHU TOKYMEHTaMH, Y4eOHO-
HcCclIeIoBaTeNbCcKas paboTa Mpu caMoM IIMPOKOM UCTIONb3oBaHnu MHTEpHeTa 1 npyrux [T-rexHomoruii.
3. TIpoekTHbie HopMBI pabOTHI, TOJATOTOBKA COOOIICHHU K BBICTYMJICHUIO HA CEMUHApaX M KOHPEPEHIUIX; OAr0TOBKA pedeparos, TOKIAI0B.
4. TloaroroBka K J1aOOPaTOPHBIM H MPAKTUYIECKAM paboTaM C MCIIOIH30BAHUEM METOIMICCKUX PEKOMEHIAINH TperrogaBaTelis, 0popMIIcHIE
J1a00PATOPHO-NTPAKTHYECKUX PabOT, OTYETOB U MOATOTOBKA K UX 3aIIUTE.

12

JIP1, JIP2, JIP3, JIP4, JIPS, JIP7, JIP9, JIP13

Y4yeOHas NpakTUKa B (popMe NPAKTHYECKOIi MOATOTOBKHU

Ilepeyens pabor:

Hacrpoiika npaB nocrymna.

OdopmiieHre TEXHUIECKOH JOKYMEHTAIWH, IpaBuiia 0hopMIIEHHS JOKYMEHTOB.

Hacrpoiika anmapaTHOro ¥ MporpaMMHOTO 00€CTICYEeHHsI CETH.

HacTpoiika ceTeBoif KapThl, IM KOMIIBIOTEpPA, pabodast TpyTIia, BBeJAeHHE KOMITbIoTepa B domain.
[IporpamMmHas JuarHoCTUKa HEUCIIPABHOCTEH.

ArnmnaparHas IMarHOCTHKa HEUCIIPaBHOCTEH.

Ilouck HemcnpaBHOCTEN TEXHUUECKUX CPENICTB.

Brimonaenme neficTBUi 10 YCTPaHEHUIO HEUCTIPABHOCTEH. VIcmoib30BaHme aKTHBHOTO, ITACCUBHOTO 000PYIOBAHUS CETH.
YcrpaHeHne mapa3suTHPYIONIeH Harpy3Kku B ceTH.  llocTpoenne pu3uieckoil KapThl IOKATHLHOM CETH.

VXA BN

36




JIP1, JIP2, JIP3, JIP4, JIPS, JIP7, JIP9, JIP13

IIpou3BoacTBeHHAsI MPaKTUKA (110 NMPOPUIIIO CIeHATBLHOCTH) B (popMe NPAKTHYECKOH MOATOTOBKH

Ilepeuensb pador:
1. YcraHOBKa Ha cepBephl U pabOUYNE CTAHIIMH: OTICPAIIIOHHBIC CUCTEMbI U HEOOX0IUMOE I Pa0OTHI MPOrpaMMHOE 00eCTICUeHUE.

OcymiecTBieHre KOHQUTYPUPOBAHUS IPOTPAMMHOTO 00ECTICUCHHS Ha cepBepax U pabounX CTaHIIHAX.

[Tognepxka B paboTOCIIOCOOHOM COCTOSTHHUH MPOTPAMMHOE 00ECIICUCHHUE CEPBEPOB U PabOIMX CTaHITHIA.

Peructpanmst monp30BaTeNICH JOKATBHON CETH U IIOYTOBOTO CEPBEPA, HA3HAYACT HIACHTU(DHUKATOPHI U TTAPOJIH.

YcTaHOBKA MPaB JOCTYIIA U KOHTPOJIb UCIIOIE30BAHMUS CETEBBIX PECYpPCOB.

ObecrieueHre CBOEBPEMEHHOTO KOTIMPOBaHUS, ApXUBUPOBAHUS U PE3SPBUPOBAHUS JAHHBIX.

[IpunsiTHE MEp MO0 BOCCTAHOBJICHUIO pab0TOCIIOCOOHOCTH JIOKAIBHOM CETH MPH COOSX MITH BBIXOJIE H3 CTPOS CETEBOTr0 000PYIOBaHHUS.

BrissBiienue omnmOOoK MoJIb30BaTeIeH U mporpaMmMHoOro OGCCHC‘ICHI/IH 1 MMPUHATHUEC MEP ITO UX UCIIPABJICHUIO.

[IpoBenenre MOHUTOPUHTA CETH, pa3padaTHIBATh MPEIOKEHUS TI0 PA3BUTHIO HH(PACTPYKTYPHI CETH.

10. . Obecrieuenne ceTeBoii 0e30MacHOCTH (3AIUTY OT HECAHKITMOHUPOBAHHOTO JOCTYIIA K MHPOPMAIIHU, TIPOCMOTPA HITH H3MEHEHHST CHCTEMHBIX
(aiinoB U NaHHKIX), 6€30IaCHOCTH MEKCETEBOTO B3aUMOICHCTBUSL.

11. Ocy1iecTBicHHE aHTUBUPYCHOM 3aIIUTHI JIOKAIBHOM BEIYUCIUTEIHHON CETH, CEPBEPOB M pa00YUX CTAHITHIA.

12. JIoOKyMEeHTHPOBaHME BCEX MPOU3BEACHHBIX ICHCTBHA.

WRAANB LD

108

IIpomexyTouHas aTTecTalusl JK3aMEeH 10 MOIYJII0

10

Bcero

600




3. YCJIOBUSA PEAJIM3ALIMU ITPOI'PAMMBI TIPOPECCUOHAJIBHOT'O MOY JISA
IIM.03 SKCIIJIVATAIIHA OB BEKTOB CETEBOH HH®PACTPYKTYPbI

3.1. Jusa peaqu3anMud NpPOrpamMMbl NPO(PecCHOHAIBLHOI0 MOAYJSI HMMEKTCH ClelHaJIbHbIe
NOMelleHHUs

JlaGopaTopusi «BbIYnC/IUTE/ILHOH TEXHUKH, APXUTEKTYPbI NEPCOHATIBLHOI0 KOMIILIOTEPA U
nepugepuiHbIX YCTPOMCTB»:

* 15 xoMIbIOTEPOB OOy4JarOMIMXCs U | KOMIIBIOTEP TperoaBaress (amnmapaTHoe oOecreueHue:
HE MEHee 2 CEeTeBBIX IIaT, mpoueccop He Hike Core i3, oneparuBHas MaMaTh 00bEMOM He MeHee 8
I'6; HD 500 Gb wium 6ombiie mporpaMmmHoe odecrieueHnue: onepannonasie cuctembl Windows, UNIX,
nakeT oucHbIX porpamm, naket CAIIP);

* CepBep B Jaboparopuu (ammapaTHoe oOecriedeHre: He MeHee 2 CeTeBBIX IUIaT, 8-X sSAepHBIN
nporeccop ¢ yactoroil He MeHee 3 [T, omepatuBHas mamsaTh 00beMoM He MeHee 16 10, skecTkue
IUCKH oOmuM oobemoMm He MeHee 2 TO, mporpammuoe oOecrieuenue: Windows Server 2012 wium
Oonee HOBas BepCHUs, JHIICH3MOHHBIE AHTUBHPYCHBIE MPOTPAMMBbI, JHUIEH3UOHHBIE MPOrPAMMBI
BOCCTAHOBJICHHSI JAHHBIX, JINIICH3NOHHBIN TIPOTPAMMBI 110 BUPTYaJIN3aIINH. )

* TexHUYECKHE CPEICTBA OOYUCHUS:

* KoMIbroTepHI ¢ TUIIEH3MOHHBIM ITPOTPAMMHBIM 00eCTIeUeHUEM

* nTepakTuBHAs T0CKa

* [Ipoexrop

* [Iporpammuoe obecrnieuenue o01Iero u mpohecCHoOHaITLHOTO Ha3HAUCHUSI.

Jlabopatopusi [IporpaMmmMHOro odecnevyennsi KOMINbIOTEPHBIX CeTeil, MPOrPAMMMPOBAHUSA U
0a3 JaHHBIX:

* 15 xoMmbrOTepoB oOydaromuUXcs U | KOMIbIOTEp MpemnojaBaTens (amnmnapatHoe obecreyeHue:
HEe MeHee 2 CeTeBBIX IUIaT, mporueccop He Hke Core 13, omepaTtuBHas nMaMsiTh 00bEMOM He MeHee §
I'6; HD 500 Gb unu 6onbiie mporpaMMmHoe obOecrieueHue: onepanuonusie cucremMsl Windows, UNIX,
nakeT opucHbIX porpamm, maket CAIIP);

* TunoBo# cocTaB JIsi MOHTaXa M HAJAJIKH KOMITBIOTEPHOM CETH: KaOelHu pa3InYHOrO THIIA,
00’)KUMHOW HHCTPYMEHT, KOHHEKTOPHI RJ-45, Tectepsl nist kabemnst, KpoCC-HOXKHU, KPOCC-TIAHEIH;

* [Ipumep IPOEKTHOM TOKYMEHTALUH;

* HeoOxonruMoe JTUIIEH3MOHHOE MPOTpaMMHOE OOecriedeHre Ui aIMHUHUCTPUPOBAHUS CeTed U
oOecrieyeHust ee 6€30MaCHOCTH

* CepBep B naboparopuu (ammapatHoe obecriedeHrne: He MeHee 2 CEeTeBBIX IUIAT, 8-X SACpPHBIM
nporeccop ¢ gactoto He meHee 3 [T, omepaTuBHas mamaTh oObeMoM He MeHee 16 ['0, xecTkue
mucku obmum obdvemMom He menee 2 TO, mporpammuoe oOecrniedenue: Windows Server 2012 wnm
Oonee HOBas BepcuUs, JHMIICH3MOHHbIE AHTUBHPYCHBIE MPOTPAMMBbI, JHUIEH3UOHHBIE MPOrPaMMBbI
BOCCTaHOBJICHUS JaHHBIX, JIMIIEH3MOHHBIN MPOTPAMMBI IO BUPTYaIU3aLIUU. )

* TexHUUECKUE CPeICTBA OOYUCHUS:

» KomnibroTepsl ¢ TUIIEH3MOHHBIM ITPOTPAMMHBIM O00eCIIeYeHUEM

» UnTepakTHBHAs T0CKa

* [Ipoextop

JlaGopaTopusi «Opranu3anusi ¥ NPUHIMIBI IOCTPOEHUS KOMIBIOTEPHBIX CHCTEM:

o JInist BBIMIOJIHEHUS MIPAKTUYECKUX Ja0OpaTOPHBIX 3aHATUH Kypca B rpynmax (1o 15 venoek)
TpeOyIOTCS KOMIBIOTEPHI U NepudepuiiHoe 000py10BaHNE B IPUBEACHHON HIKE KOHPUTYpaluu

* 15 xoMIbIOTEPOB OOy4YarOMMXCs U | KOMIIBIOTEP TpernoaBaress (amnmapaTHoe oOecreueHue:
HE MeHee 2 CeTeBBIX IUIaT, mpoueccop He Huke Core 13, onepaTuBHas nMaMsATh 0ObEMOM He MeHee §
I'6; HD 500 Gb wim 6omnbiie mporpaMmmHoe odOecrieuenue: onepanuonasie cuctembl Windows, UNIX,
nakeT opucHbIX nporpamm, naker CAIIP);



TumoBoif cocTaB A MOHTaXa M HAJNAIKH KOMIBIOTEPHOW CETH: Kalesld pa3jIMyHOro THIla,
00XKUMHOW MHCTPYMEHT, KOHHEKTOpbI RJ-45, Tectepsl A kabenst, KpocC-HOXKHU, KpocC-TTaHEelu;

e IIpumep NpoOEKTHON NJOKYMEHTALUU;

* Heo0Oxoaumoe MHIIEH3MOHHOE MPOrpaMMHOE oOecrieueHue sl aJMUHUCTPUPOBAHUS CeTel U
obecrieucHUs ee 0€30IMaCHOCTH;

* Cepgep B 1abopaTopuu (anmaparHoe oOecreueHre: He MeHee 2 CETeBBIX IUIAT, 8-X SICPHBIN
nporeccop ¢ yactotoil He MeHee 3 I'T'l, onepaTuBHas mamsATh o0beMoM He MeHee 16 I'0, xecTkue
mucku obmuMm odvemMoMm He Mmenee 2 TO, mporpammuoe oOecnedenue: Windows Server 2012 wm
Oosiee HOBas BepcHs, JIMLEH3MOHHBIE AHTHBHPYCHBIE IPOrpaMMbl, JHUIEH3MOHHBIE MPOTrPAMMBI
BOCCTaHOBJICHHS JAHHBIX, JTUIIEH3UOHHBIN MTPOTPaMMEI 110 BUPTYaITH3aIINH. )

* TexHuyeckue cpeacTBa 00yUeHHUS:

* KoMIbIOTepHI ¢ JIMIEH3UOHHBIM IPOTrPAMMHBIM O0€CTIeYeHUEM

* MHrepakTHBHas JOCKa

. 6 MapuIpyTHU3aTOPOB, TEJIEKOMMYHHUKAI[MOHHAs CTOMKa (IIaccu, cereBoi (uibTp,
HMCTOYHHMKHN OecriepeO0HHOTO TUTaHUsA);

* 2 GecripoBoAHBIX Mapuipytuszaropa Linksys (mpeamoururensno cepun EA 2700, 3500, 4500)
WM aHasioruyHelie ycrporictea SOHO

* [P tenedons! ot 3 mT.

* [IporpammHoO-anmapaTHbI€ U031 0€30MaCHOCTH OT 2 HIT.

* 1 xommbroTep ans naboparopHbix 3aHATHH ¢ OC Microsoft Windows Server, Linux u
CHUCTEMaMH BHPTYaIH3aluU

JlabopaTopus «JKCIIyaTAaNMU 00bEKTOB CeTeBO HH(PPACTPYKTYPbI».

* 15 xomnbrOTEpOB OOydaronuxcss U 1 KOMIbIOTEp mpernojaBaTens (amnmnapatHoe oOecreueHue:
HE MeHee 2 CeTeBbIX IIaT, mpoueccop He Hike Core 13, oneparuBHas MaMaTh 00bEMOM HE MeHee 8
I'6; HD 500 Gb unu 6onbire mporpaMMmHuoe obecrieueHue: onepanuonubie cucreMbl Windows, UNIX,
nakeT oucHbIX porpamm, naket CAIIP);

* TumoBo# cocTaB UIsi MOHTa)Xa M HAJAJKU KOMIIBIOTEPHON CETH: KaOenu pa3jIuvHOro THIIA,
00KMMHOM MHCTPYMEHT, KOHHEKTOpbI RJ-45, Tectepbl 11 kabens, Kpocc-HOXKH, KpOCC-TTaHeINH;

e [Iprmep IpOEKTHOM TOKYMEHTALINH;

* HeoOxommMoe JTUIIEH3MOHHOE MPOTPaMMHOE OOecTiedeHre Uil aIMHUHUCTPUPOBAHUS CeTed U
obecrieyeHust ee OE30MaCHOCTH

* CepBep B Jaboparopuu (ammapatHoe oOecriedeHre: He MeHee 2 CeTeBBIX IulaT, 8-X sAepHBIN
nporeccop ¢ yactoroit He MeHee 3 ['T1, omepatuBHas mamsTh 0O0beMoM He MeHee 16 10, skecTkue
mucku obmuMm odvemMoM He Mmenee 2 TO, mporpammuoe oOecrnedenue: Windows Server 2012 wnm
Oonee HOBas BepCHUs, JHIICH3MOHHBIE AHTUBHPYCHBIE MPOTPAMMBbI, JHUIEH3UOHHBIE MPOrPAMMBI
BOCCTAHOBJIEHUSI JaHHBIX, JIMLEH3UOHHBIN POTPaMMBbI 10 BUPTYaJIU3alINN. )

* TexHUYECKHE CPEICTBA OOYUCHUS:

» KoMIbroTepHI ¢ IMIIEH3MOHHBIM MTPOTPAMMHBIM 00eCTIeYeHUEM

* llnTepakTuBHAsA JOCKa

* [IpoekTop

JlabGopatopusi «IIporpaMMHo-anmapaTHOM 3alUThI 00bEeKTOB ceTeBOM
HH(PPACTPYKTYPbI»:

* Ob6opynoBanue 1a00paTopun U pabOIUX MECT JIAOOPATOPHUH:

* 15 xoMmmbroTepoB oOydaromuxcst ¥ 1 kKoMIploTep mpenoaaBaress (anmnaparHoe odecrneyeHue:
HE MEHee 2 CeTeBBIX IUaT, mporueccop He Hke Core 13, omepaTtuBHas nmaMsTh 00bEMOM He MeHee §
I'6; HD 500 Gb wim 6omibire mporpaMmmHoe o0OecrieueHue: onepannonabie cuctembl Windows, UNIX,
nakeT opucHbIX nporpamm, naker CAIIP);

* TumoBoil cocTtaB I MOHTaKa M HANAJKU KOMIBIOTEPHOW CETH: Kabenu pa3MyHOro THIIA,
00’)KUMHOW WHCTPYMEHT, KOHHEKTOPHI RJ-45, Tecteps! nist kabems, KpoCC-HOXKH, KPOCC-TIaHEeIH;

* Ilpumep NpoOEKTHON NOKYMEHTALUU;



* Heo0xoaumoe JUIIEH3NOHHOE MPOTPaMMHOE 00CCIICUeHUE JUTS aJIMHHUCTPUPOBAHUS CETEH 1
obecrieueHust ee 6€30MACHOCTH

* Cepsep B naboparopuu (anmapatHoe oOecrieueHre: He MEHee 2 CETEBBIX IIaT, 8-X sSIePHBIN
nporeccop ¢ yactoroit He meHee 3 [T, omepatuBHas mamsaTh 00beMoM He MeHee 16 10, skecTkue
IUCKH oOmuM oobemoMm He MeHee 2 TO, mporpammuoe oOecrieuenue: Windows Server 2012 wiu
Oonee HOBas BepcCHUs, JHIICH3MOHHBIE AHTUBHPYCHBIE MPOTPAMMBI, JHUIEH3UOHHBIE MPOrPAMMBI
BOCCTAHOBJICHUSI JaHHBIX, IMLIEH3UOHHBIN IPOTPaMMBbI 10 BUPTYaJIU3alllu. )

* Texuudeckue cpeacTBa OOyICHUS:

*  KoMIIBIOTEPHI C JINIIEH3UOHHBIM TIPOTPAMMHBIM 00ECTICYCHUEM

* HHTepakTuBHAs TOCKa

* [Ipoexrop

OcHanleHue MacTepPCKUX, MOJTUTOHOB U CTyAH

IMoMroH afIMUHUCTPUPOBAHUS CETEBBIX OMEPALMOHHBIX CUCTEM

* 15 KOMITBIOTEpOB 0OyHJAOIMIUXCS U | KOMIBIOTEp MpernojaBaTess (amnmaparHoe odecredcHue:
HE MEHee 2 CeTeBbIX IIaT, mpoueccop He Hike Core i3, oneparuBHas MaMaTh 00bEMOM He MeHee 8
I'6; HD 500 Gb unu 6omnbie nmporpaMMmHaoe obecrieueHue: onepanuonubie cucteMbl Windows, UNIX,
nakeT oucHbIX mporpamm, naket CAIIP);

* HeoOxommMoe JTHIIEH3MOHHOE TPOTpaMMHOE OOecTieUeHre sl aIMHHUCTPUPOBAHUS CETEH U
obecriedyeHust ee 0€30MaCHOCTH

* CepBep B Jlaboparopuu (ammaparHoe oOecriedeHue: He MeHee 2 CeTeBbIX IUIaT, 8-X sAepHBIN
nporeccop ¢ yactoroit He MeHee 3 [T, omepatuBHas mamsaTh 06beMoM He MeHee 16 10, sxkecTkue
qucku obmuMm obvemMom He Menee 2 TO, mporpammuoe oOecrnieuenue: Windows Server 2012 wnm
Oonee HOBas BepcHUs, JHIICH3MOHHbIE AHTUBHPYCHBIC MPOTPAMMBbI, JHUIEH3UOHHBIE MPOrPaMMBbI
BOCCTAHOBJICHUSI TAHHBIX, JINIICH3MOHHBIN TIPOTPAMMBI TT0 BUPTYaJIU3aIINH. )

* TexHnueckue cpeacTBa 00yUeHusI:

* KoMITBIOTEpPHI ¢ JINIIEH3HOHHBIM ITPOTPAMMHBEIM 00CCTICUCHUEM

* nTepakTuBHAs 10CKa

* [Ipoexrop

Macrepckas:

MoHTaxka 1 HACTPOHKH 00beKTOB ceTeBOM HHPPACTPYKTYPHI

* 12-15 xoMmmbIOTEpOB OOywarommxcs W | KOMIIBIOTEp TMpemnojaBaTens (ammapaTHoe
oOecrevyeHue: He MeHee 2 CeTeBbIX AT, mporeccop He Hike Core 13, onepaTUBHAs MaMsATh 00BEMOM
He meHee 8 1'6; HD 500 Gb wmnmm Goibliie mporpaMMHOE OOECIICYeHHE: ONEPAIMOHHBIE CHCTEMBI
Windows, UNIX, nmaket opucHsix nporpamm, naker CAIIP);

» TunoBo cOCTaB JiIsl MOHTa)Xa W HAJAJIKM KOMITBIOTEPHOUW CETH: KaOeHu pa3jIMYHOTO THIIA,
00KUMHOW MHCTPYMEHT, KOHHEKTOPHI RJ-45, Tectepsl As kabenst, Kpocc-HOXKHU, Kpocc-TaHEeINu;

» TunoBoO cOCTaB JiIsl MOHTa)Xa W HAaJAJIKM KOMITBIOTEPHOUW CETH: KaOeHu pa3jIMYHOTO THIIA,
00KUMHOW MHCTPYMEHT, KOHHEKTOPHI RJ-45, Tectepsl As kabenst, KpocC-HOXKHU, Kpocc-TaHEelNu;

* [IprMep IPOEKTHOM TOKYMEHTALNH;

* HeobxonnMoe HIIEH3MOHHOE TpOorpaMMHOE o0ecrieueHune JUisi aAMUHUCTPUPOBAHUS ceTel U
oOecrieyeHust ee Oe30MMaCHOCTH

» CepBep B naboparopuu (ammnapatHoe obecriedeHre: He MeHee 2 CEeTeBbIX IUIaT, 8-X SAepHBIH
nporieccop ¢ yactoroit He MeHee 3 [T, omepatuBHas mamsaTh o0beMoM He MeHee 16 10, kecTkue
IUCKH oOmuM oObemMoMm He MeHee 2 TO, mporpammuoe obecrieuenue: Windows Server 2012 wnum
Oonee HOBasg BEpCHSs, JUIEH3MOHHBIE AHTUBUPYCHBIC MPOTPAMMBI, JIMIIEH3MOHHBIE MPOTPAMMBI
BOCCTAHOBJICHHSI TAHHBIX, TUIICH3MOHHBIN MPOTpaMMbI IO BUPTYaTU3allnN).

* TexHHUYeCKHE CPEJICTBA OOyUCHUSI:

* KoMIiproTepsl ¢ IMIIEH3MOHHBIM ITPOTrPaMMHBIM 00eCcTIeYeHUEM

* llnTepakTuBHAsA JOCKa

* [IpoekTop



Crynuu:

«IIpoeKTHpPOBAHUA M IU3AIIHA CETEBBbIX APXUTEKTYP U HHIKEHEPHOU rpapuKn»

+ ABTOMaTH3MpOBaHHBIC paboune Mecta Ha 12-15 obyuaromuxcs ¢ koHpurypanueit: Core 13
WJIM aHaJIOT, TMCKpeTHas BUuaeokapTta, He MeHee 8GB O3V, onun nnu aBa Mmonutopa 23", MbIlIb,
KJIAaBHATYPAa;

* ABToMaTH3MpOBaHHOE pabouee MeCTO MpenoaaBaTens ¢ KoHpurypauuei: Core i5 wium
aHaJIoT, TUCKpeTHas BUaeokapra, He meHee 8GB O3V, oaun i aABa MoHuTopa 23", MBIk,
KJIABHATYPAa;

+  Cnernuanu3upoBaHHas YPrOHOMHUYHAS MeOEIb /TSl pabOTHI 32 KOMITBIOTEPOM;

*  OducHelif MoBOEPT (PUTIapT);

» IlIpoekrop u 3kpaH;

» MapkepHas 10cKa;

» IlpunTep A3, uBeTHOU;

+ IIporpamMmmMHoe obecrieueHue 001Iero u NpoheCCUOHATHLHOTO Ha3HAUCHUSI.

3.2. TpeOoBaHus K OCHALICHHIO 023 NPAKTHK

Peanmuzamust  oOpa3zoBaTenpHON MpOrpaMMbl  TPEANOJaraeT o00s3aTenbHyl0 y4eOHYyI0 |
MPOM3BOJICTBEHHYIO MPAKTHKY (TI0 MPOQUITIO CTIEHUAIBHOCTH).

VYyeOHass mnpakTHka B (opMe MPaKTUUYECKOW TMOJIrOTOBKM peau3yeTcsi B MacTepCKUX
npodeccHOHaIbHONH  00pa3oBaTeNbHOW  OpraHm3alu  H  TpeOyeT Hamuuus  00OpyIOBaHUS,
MHCTPYMEHTOB, pPAacXOJHBIX MaTepualioB, OOECNeUYMBAIONIMX BBIIIOJHEHHE BCEX BUAOB pabdoT,
ompeneneHHbix coaepxkanuem PI'OC CIIO, B ToMm umciae o000pyloBaHMS W HHCTPYMEHTOB,
UCIIONIb3YEMBIX MpH mpoBeneHun demnuoHaToB WorldSkills 1 ykazaHHBIX B HMHQPacTpyKTYpPHBIX
auctax KoHKypcHod gokymenrtanuu WorldSkills mo xomnerenummu «39 IT Network Systems
Administration» KoHKypcHOTo BHKeHus: «Momnoasie nmpodeccronans» (WorldSkills).

[Ipon3BojacTBeHHAs TMpakTUKa (IO NPOQHI0 CIEUUATBHOCTH) B (GOpMe NPaKTUYECKOH
MOJATOTOBKM  peanu3yeTcss Ha NpoQUIBHBIX  OPEeanpUsTUAX 1O  HampasieHuio:  CBs3b,
UH(POPMAILMOHHBIE 1 KOMMYHHMKAIIMOHHBIE TEXHOJIOT U

O6opynoBaHue  MPEANPHUATAH W TEXHOJOTHYECKOE  OCHAIIEHWEe  pabdouux  MecCT
NPOM3BOJICTBEHHON TNpakTUKU (1O Mpo(UII0 CHEUMANbHOCTH) COOTBETCTBYET COJEPKAHHIO
npodecCHOHANBbHOM ~ AESITENTPHOCTH M JaeT  BO3MOXKHOCTh  OOydaromeMycsi — OBJaJeTh
npoeCCUOHATBHBIMI ~ KOMIETEHUUSIMH 110 BCEM BHAAM JESTEIbHOCTH, MPEAyCMOTPEHHBIX
IIPOrpaMMOii, ¢ UCTIOJIL30BAaHUEM COBPEMEHHBIX TEXHOJIOTUH, MaTEpPHaIOB U 000PYIOBaHMUS.

Lenu u 3amaun, nporpaMmbl U GOPMBI OTYETHOCTH onpezenstoTes KomiemkeM B COOTBETCTBUI
C TMOJIOKEHHEM O MPAaKTHYECKOH MOArOTOBKE, OCBaUBAIOIIKE 00pa30BaTeIbHbIE MPOrPaMMbl CPEIHETO
npodecCHOHATIBLHOT0 00pa30BaHU MO KaX/0MY BUAY MPAKTHKH.

ATTecTanyMsg 1O MTOraM MPOM3BOACTBEHHON MpakTUKH (10 NPOPMII0 CIENHaIbHOCTH)
IPOBOAMTCA C Y4YETOM DE3YyJbTaTOB, IOATBEPXKAECHHBIX JOKYMEHTAaMH COOTBETCTBYIOIIMX
opranuzanuii B popme nudhepeHIIMpOBaHHOTO 3a4eTa.

JUist TeMOHCTPAIIMOHHBIX HYK3aMEHOB OCHAIAIOTCA paboune MecTa, MCXO/As M3 BBIOpAaHHOM
00pa3oBaTeNbHOM Opranu3anyeil TEXHOJIOTUN UX MTPOBEICHUS U COAEepKaHUS 3aJaHUM.

3.3. TpeOoBaHKsl K KaJpOBbIM YCJIOBUSM peaju3aluu 00pa3oBaTe/ibHO MPOrpaMmMbl

Peanuzanus oOpa3oBarenbHON MporpaMmbl 00€CIEUMBACTCS IMEAArOrHUYECKUMH PabOTHUKAMHU
00pa3oBaTeNbHON OpraHu3alny, a TaKkKe JUIaMH, IPUBJIEKaeMbIMU K peain3aliuu o0pa3oBaTesIbHOMN
IIPOrpaMMBbl Ha YCJIOBHSX IPa’KJaHCKO-IIPAaBOBOIO JIOTOBOPA, B TOM YHCJIE U3 YHCIA PyKOBOJIUTENEH U
pabOTHUKOB OpraHu3alluii, HaIpaBJIEHWE JEATEIbHOCTH KOTOPBIX COOTBETCTBYET 00iacTu
npodeccruoHaIbHOM aeaTenbHOoCcTH: CBs3b, MH(DOPMAIIMOHHBIE 1 KOMMYHHUKAIIMOHHBIE TEXHOJIOTUU U
MMEIOUINX CTaXX paboThl B JaHHOM NpodecCHoHaIbHON 001acTh HE MeHee 3 JIeT.

KBanudukanus negarornueckux paboTHUKOB 00pa30BaTEIbHOM OpraHU3aluy JOJDKHA OTBEYATh
KBaJIM(UKAIIMOHHBIM TpeOOBaHMSIM, YyKa3aHHbIM B npodeccuoHambHoM cTaHaapte «llemaror



npodeccHOHaIbHOrO  00yueHHs, Npo(ecCHOHANbHOrO  00pa3oBaHHs M JOHOJHHUTEIBHOTO
npoeccuoHaITbHOTr0 00pa30BaAHUY.

[lenarornueckue paOOTHUKH, TNPHUBIEKAEMbIE K pealU3alldd 00pa3oBaTeIbHON INPOrpaMMBbl,
JOJIKHBI TOJIy4aTh JOMOJHUTENbHOE MpodecCHOHaIbHOEe 00pa3oBaHUe MO MPOrpaMMaM IOBBIIIEHUS
KBaJM(UKAIMK, B TOM YHCIe B (OpME CTRKUPOBKU B OpraHM3allMsAX, HANpaBJICHHUE ACATEIbHOCTU
KOTOPBIX COOTBETCTBYET 00JIaCTU MNpOQecCHOHANbHON naeaTeabHocTU: CBsi3b, MHPOPMAIMOHHBIE U
KOMMYHMKAI[MOHHBIE TEXHOJOTMH, HE pexe | paza B 3 roga c ydyeTOoM pAaCIIUMpPEHHUs CIEKTpa
npoheccuOoHANBbHBIX KOMIIETEHIIUH.

Jlons megaroruyeckux pabOTHUKOB (B NMPHUBEIEHHBIX K ILIEJTOYMCICHHBIM 3HAYEHUSM CTaBOK),
o0ecreynBarONIMX OCBOCHHE OOyYaloMMMUCA NPOPECCHOHANBHBIX MOJYJEH, HMMEIOIMUX OIBIT
JESATEIIBHOCTH HE MEHEe 3 JIET B OPTaHU3ALMSX, HAIIPABJICHUE JIEATENBHOCTH KOTOPBIX COOTBETCTBYET
obnactu npodeccuoHanbHoN aestenbHocTH 06 CBs3b, MH(OpPMALMOHHBIE U KOMMYHHUKAlMOHHBIE
TEXHOJIOTUM, B OOIIEM 4YHUCIEe MEeJAarorHuecKux pabOTHUKOB, PEATM3YIOUMX 00pa3oBaTeIbHYIO
IporpaMMmy, J0JI’KHa ObITh HE MEHee 25 MPOLIEHTOB.

3.4. Ilpu peasu3anuu 00pa3oBaTeJbHONH NMPOrpaMMbl  BIIPpaBe NMPHUMEHSTh 3JIEKTPOHHOE
o0y4eHHe M JUCTAHIMOHHbIE 00pa3oBaTe/bHbIC TEXHOJIOTHH.

3.5. I1pu peasu3anuu NporpaMMbl MOKeT HCII0JIb30BaThCA ceTeBasi popma o0y4yeHus.

3.6. AKTMBHbIC 1 HHTEPAKTHBHbIE METOABI 00y4eHHS:

1. TBOpUeckue 3aJaHHUS;

2. paboTa B MaJbIX IpymIax;

3. oOyuaromiue Urpsl (posieBble UTPbl, UMUTALIUH, ACTOBbIE UTPHI U 00pa30BaTeNIbHBIE UTPHI);

4. couuanbHble TPOEKTHl M JApPyrde BHEAYJTUTOPHbIE METOABl OO0Yy4eHHs (COpEeBHOBAHUS,
MHTEPBbIO, PUIbMBI, CIIEKTAKIIU, BBICTABKH);

5. U3y4yeHHe U 3aKperieHHe HOBOI'0 MaTepHualia (MHTepaKTUBHAS JIEKLUS, paboTa ¢ HarJIsSAHBIMU
OCOOMSIMH, BHJICO- U ayJMOMaTepHalaMu, «00y4alomuics B PO MPENoJaBaTeNshy, «KaKIbld yUUuT
Ka)KJ0r0», UCIIOJIb30BAHUE BOIIPOCOB, COKPAaTUUECKUIN AUAIIOT);

6. TECTUPOBAHME;

7. pa3sMUHKU;

8. oOparHas CBs3b;

9. IMCTaHIIMOHHOE 0OyYEHHeE.

10. oOcyxeHue CI0XKHBIX U AUCKYCCHOHHBIX BOIIPOCOB U MpoOIeM (3aiiMU MO3UIIMIO, [IKaTa
MHEHHUI);

3.3. UndopmannonHoe odecredeHne peaasu3amum NporpamMmmbl

s peanu3anuu porpamMmbl OuOImoTeunsiid o Komtemka uMeeT mevaTtHble W 3JICKTPOHHBIC
oOpa3oBaTenbHble U HMH(DOPMAIIMOHHBIE PECYpPCHI, PEKOMEHIyeMble [JIsl HCIOJIb30BaHUS B
o0pa30BaTebHOM IPOILIECCE.

IleyaTHBIE M3MaHUS
1. Jlasnua A.B. MoHTax M dKCIUTyaTalus KOMIbIOTEpHBIX ceTei: yueOnuk mis CI1O/ Jlaznun
A.B. — M.: Axkagemus, 2023
2. IlepnoBa U.B. IlpoektupoBanue u pa3paboTka MHPOPMAIMOHHBIX CHCTEM: YUYCOHUK ISt
CIIO/ U.B. Ilepnoga. - M.: Akanemus, 2023
3. PycakoB A.A. Opranuzamnus aIMUHUCTPUPOBAHMS KOMITBIOTEPHBIX CHUCTEM: YYEOHHUK IS
CIIO/ PycakoB A.A.- M.: Akagemus, 2023

DJIeKTPOHHBbIE U3TAHUS (JJTEKTPOHHbIE pecypchl)
1. bazosas komneknuss O9bC BOOK.ru



4. KOHTPOJIb H OLIEHKA PE3Y/IbTATOB OCBOEHHUHA

IIPO®ECCHOHA/IBHOI'O MOAYIIA

IIM.03 DKCIIVIVATAITHA OB bEKTOB CETEBOH HH®PACTPYKTYPbI

Kon n HanmenoBanue

npodhecCHOHABHBIX U

001X KOMITETEHIIMH,
(opMHpyEMBIX B
paMKax MOIYJIst

Kpurepun onenku

MeTtonrnl OlIeHKH

IIK 3.1. OcymmecTBiIATh
MPOEKTUPOBAHKE CETEBOU

WHPPACTPYKTYPHL.

IIK.3.2. OGcay)xuBath
ceTeBble KOHQUTYpau
HpOrpaMMHO-aNITapaTHBIX
CpeICTB

TIK.3.3. Ocy1iecTBiiTh
3amuTy MH(pOpManuy B
CETH C HCIOJIb30BaHHEM

OneHka «0TJIIMYHO» - TEXHUUYECKOE 3a1aHNE
MIpOaHaIU3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJJaHUI0 U

0o OopMIIEH B COOTBETCTBUU CO CTaHIAPTAMH,
IIOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.
OrneHKa «Xopouo» -ajJroput™M pa3padoTaH,
o(opMIIeH B COOTBETCTBHH CO CTAaHIAPTAMH U
COOTBETCTBYET 3a/IaHUI0, TIOSICHEHBI €r0
OCHOBHBIE CTPYKTYDBI.

Ok3ameH B popme
TECTUPOBAHUS,
MPAaKTUYECKOE 3a/1aHUE I10
IIOCTPOCHUIO AITOPUTMA B
COOTBETCTBHUH C
TEXHUYECKUM 33JaHUEM
3amuTa OT4YETOB 110
IPAKTUYECKUM 3aHATHIM
Otuetsl 110 y4eOHOI U

nporpammuo-anmapatasx | OLCHKA «y/10BJIETBOPHTEIBHO) - AITOPUTM IIPOU3BOJCTBEHHON

CpenCTB pa3paboTaH U COOTBETCTBYET 3a/1aHUIO. npakTukaM (1o npoduiro

[IK 3.4. Ocy1ecTBiasTh O11eHKa «OTJIHYHOY - TEXHHYECKOE 3aJaHue CIIEIMAJILHOCTH)

YCTPaHCHUE HCTUITUMYHBIX MPOAHAIU3UPOBAHO, AJITOPUTM pa3p360TaH, HpOMe)KYTO‘-IHaSI

H‘“*I’ICHPUE‘”IOCWI7I B PaboTe | coQTBETCTBYET TEXHUUECKOMY aTTecTalys Mo y4eOHOi 1

cereson 3QJIaHUI0 ¥ OOPMIIEH B COOTBETCTBHH CO IPOU3BO/ICTBCHHON

MH(PACTyKTYpBI CTaHJapTaMu, ITOSICHEHBI €I'0 OCHOBHBIC paKkTUKaM (110 npopuirio
CTPYKTYpBHI. CIEMAIBHOCTHU B (popMe
O1eHKa «XOPOLIO0Y -aJTOPUTM pa3padoTaH, i PepeHIMpOBAHHOTO

IIK 3.5. oopMIIEH B COOTBETCTBUH CO CTaHIApTaMHU U 3a4CTa

MonepHu3upoBaTh COOTBETCTBYET 3aJaHUIO, [IOSICHEHEI €0 Ok3amen 1o MJIK n

CETEeBBIC YCTPOUCTBA OCHOBHBIE CTPYKTYDBI. MOZyJIIO0

MH(OPMALIHOHHO- OneHka «yA0BJIETBOPHUTEIBHO) - aJITOPUTM

KOMMYHUKAIMOHHBIX pa3paboTaH U COOTBETCTBYET 3a/IaHUIO.

CHCTEM

OK 01. Beibupars criocoOsbI — 000CHOBAHHOCTD ITOCTAHOBKH Nutepnperanus

perieHus 3a1ay npodeccHoHaIbHON 1IeJIH, BEIOOPA U MPUMEHEHHS pe3yJIbTaToB

JACATCIIBHOCTH IIPUMEHHUTEIIBHO K METOJO0B U CHOCOGOB perieHus Ha6J1IOI[eHI/Iﬁ 3a

PasITIHBIM KOHTCKCTAM, npod)ecCHOHATBHBIX 33/1a4; JEATETLHOCTBIO

- aJIeKBaTHAas OIICHKA U CaMOOIEHKa
3¢ ()EKTUBHOCTH U KauecTBa
BBITIOJIHEHHSI TPO(HECCHOHAIBHBIX
3a1a4

OK 02. Mcnonb30BaTe COBPEMEHHBIE

CpeAcCTBa IOMCKaA, aHAJIM3a U

WHTEpIIpeTay HHpopMaIuu 1
WHQOPMAIOHHBIE TEXHOIOTHUH IS

BBITIOJTHCHUSA 3a1a4

npodecCHOHABHON eI TeIbHOCTH;

- HCII0JI30BAHNE PA3IUYHBIX
MCTOYHUKOB, BKJIFOYAasl 3JIEKTPOHHBIE
pecypcsl, Menuapecypcsl, MIHTepHeT-
pecypchl, IEPUOIUYECKUE U3TAHUS
10 CIIEUAIBHOCTH JUIsl pELICHMUSI
npodeccuoHaIBHBIX 3a7a4

OK 03. IInanupoBats 1

peaIr30BbIBATE COOCTBEHHOE
npoheccoHaNbHOE U IMYHOCTHOE
pa3BuTHE, IPEAIPUHUMATEILCKYIO
JeSITENBHOCTD B TPO(ECCHOHANBHON
cdepe, HCIOJIL30BATh 3HAHUSI I10

- ACMOHCTpalrd OTBETCTBCHHOCTH 3a
NPUHSTHIC PEIICHUS

- 000CHOBaHHOCTb CaMOaHaIN3a 1
KOPPEKIIHS Pe3yJIbTaTOB
coOCTBEHHOU pabOTHI;

oOyuarormerocs B
npoIiecce OCBOCHUS
00pa3oBaTenbHON
POTPaMMBI

DKcnepTHOe
HaOII0€HUE U OlLIEHKA
Ha MPaKTUYECKUX
3aHATHUSAX, IPU
BBITIOJTHEHUH PaboT 1Mo
y4eOHOM 1
MIPOU3BOJCTBEHHON
MIPAKTHKAM

Ox3amed no MJIK u o




MPaBoOBOUN M (PUHAHCOBOM
IPaMOTHOCTH B Pa3IMYHBIX
’KU3HEHHBIX CHTYAIIUsIX;

OK 04. Db dexTrBHO
B3aUMOJICHCTBOBAThH U padOTATh B
KOJUIEKTHBE M KOMAaH/IE;

- B3aUMOJICUCTBHE C
00yYaromuMHCs, Pero1aBaTes s IMI
U MacTepaMu B X0/i€ 00y4eHus, C
PYKOBOJUTENSAMH Y4eOHOH U
IIPOU3BOJCTBEHHOMN NPAKTHK;

- 000CHOBaHHOCTb aHaJIN3a pabOTHI
YWIEHOB KOMaH 1bl (MOAYUHEHHBIX )

OK 05. Ocy1iecTBiITh yCTHYIO U
MHCHMEHHYI0 KOMMYHHUKAIIUIO Ha
rOCYJapCTBEHHOM SI3BIKE
Poccuiickoit denepaluu ¢ yueToM
0COOEHHOCTEH COIMATBHOTO U
KyJbTYPHOTO KOHTEKCTa;

-TPaMOTHOCTb YCTHOM U IMCbMEHHOMN
peun,

- ICHOCTBH ()OPMYJIMPOBAHUS U
M3JI0’KEHUS MBICIEN

OK 06. ITposiBASTS Tpask1aHCKO-
MaTPUOTHYECKYIO MTO3UITHIO,
JIEMOHCTPHUPOBATH OCO3HAHHOE
[IOBEJICHNE Ha OCHOBE
TPaJUIUOHHBIX POCCHUACKUX
JTyXOBHO-HPaBCTBEHHBIX IIEHHOCTEH,
B TOM YHCJIC C YUETOM
rapMOHU3AIUN MEKHAIIMOHAIBHBIX U
MEXXPEITUTHO3HBIX OTHOIIICHUH,
MPUMEHSThH CTAHIAPTHI
AHTHKOPPYIIIMOHHOTO TIOBEICHHSI,;

- cOOTIOICHNE HOPM TTOBEICHUS BO
BpeMs yueOHBIX 3aHATHH U
IIPOXOXKACHUS y4eOHO! 1
IPOM3BOJICTBEHHOM MPAKTHUK,

OK 07. ConeiicTBOBaTh COXpaHEHHUIO
OKpYKaroIIeH cpepl,
pecypcocOepekeHuIo, TPUMEHSITh
3HaHUA 06 N3MCHCHUU KJIMMAaTa,
MPUHIMITEL OEPEKITNBOTO
MIPOU3BOICTBA, Y (HEKTUBHO
JIEUCTBOBATh B UPE3BbIYANHBIX
CUTYyaIusX;

- 3¢ (peKTHBHOCTH BBHIMIOTHEHUS
npaBui Th Bo Bpemst yueOHBIX
3aHATUH, TIPU IPOXOKIACHUU
y4eOHON U TTPOU3BOACTBEHHOM
MPAKTHK;

- 3HaHHME U UCTIOJIb30BaHUE
pecypcocOeperaronux TeXHOJIOTHI B
00JacTH TeJIeKOMMYHUKALUN

OK 08. Ucnons30Bath cpencTaa
¢bu3nuecKon KyJabTyphl IS
COXPaHEHUS U YKPEIUICHHUS 310POBBS
B Iporiecce npohecCHoHaIbHON
JIESITENIBHOCTHU U TIOAJICPKAHUS
HEOOXOAMMOTO YPOBHS (hH3HUECKOM

- 3¢ (}eKTUBHO UCTIONB30BATh
cpencTBa (PU3NIECKON KYIbTYPBI LTSI
COXPAHCHHUS U YKPETUICHUS 370POBbsI
B TIporiecce nmpodhecCuoHaNbHOM
JESITEIILHOCTH U TIOIJICPKaHUE
HE0OXOAMMOTO YPOBHS (PU3UUYECKON

HOJI'OTOBJICHHOCTH;
IIOJIFOTOBJIEHHOCTH. ;

OK 09. ITonb3oBaThCs - 3¢ (peKTUBHOCTH UCTIOTB30BAHUS

npodeccHoHaIbHON JOKYMECHTAITMEH MH()OPMALOHHO-

Ha TOCY/IapCTBEHHOM H
WHOCTPAHHOM SI3BIKaX

KOMMYHHUKAI[MOHHBIX TEXHOJIOTHI B
po(hecCHOHATTLHOM e TEIIbHOCTH
corjacHo (POPMHUPYEMbIM YMEHHSIM H
M0JIy4aeMOMY TPAKTHUESCKOMY
OIIBITY;

MOJYJIIO

JuddepenurpoBaHHbIi
3a4eT Mo yuyeOHOU u
MIPOU3BOJACTBEHHOMN
npakTuke (1mo mpoduro
CIIELIUATIEHOCTH)

HNutepnperanus
pe3ybTaToB
HaOJIFOJEHNII 3a
JESITEIIbHOCTHIO
oOyuaromerocs B
npoliecce OCBOCHUS
o0pa3oBaTenbHON
POrPaMMBbI
DKCHepTHOE
HAOIIO/IEHUE U OI[CHKA
Ha 1ab0paToOpHO -
MPAKTHIECKHIX
3aHATHUSAX, IPU
BBITIOJTHEHUH PaboT 1Mo
y4eOHOU 1
MIPOU3BOJACTBEHHOMN
MPaKTHKaM

Ox3amed no MJIK u o
MOJTYJIIO
JuddepeHnrpoBaHHbIi
3a4eT Mo yuyeOHOU u
MIPOU3BOJACTBEHHOMN
npakTuke (1mo mpoduro
CIIELIUATIEHOCTH)
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