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1. ITacnopT ¢oHIA OLIEHOYHBIX CPEACTB

1.1 OGnacTte npuMeHeHUs (POHA OIICHOYHBIX CPEACTB

®onp onenounbx cpeacts (POC) npeana3HayeHbI IS OLCHKH PE3yIbTaTOB OCBOCHUS y4eOHOU
mucturmuabl OI'CD.04 MHOCTpaHHBIA SA3bIK B MPO(ECCHOHATBLHON NeATEIbHOCTH (AHTIIMICKUN).
@OC BKIIOYAET KOHTPOJIbHBIE MaTepUaIIbl IS MIPOBEJCHUS MMPOMEXKYTOUHOI arTecTanuu B Gopme

nuddepeHIPOBaHHOTO 3a4eTa.

Kon VYmMmenusa 3HaHusg

1K, OK

OK 01. | Boibuparb criocoObl pemeHust [Ipuemsl aHHOTHPOBaHUSA, pedepUPOBAHUS U
3aj1a4 NpodeccuoHaNbHOM nepeBo/ia ClenuaIn3upOBaHHON JIUTEPATYPHI 110
NeSITeIbHOCTH, IPUMEHHUTEIBHO K | TIPO(HITIO TOATOTOBKH.

Pa3IMYHBIM KOHTEKCTAM. Jlexcuka 1o npo(uiIro MoJroTOBKH.

OK 02. | Ocy1iecTBasATh OUCK, aHAJIU3 U UreHue, TMCbMO, BOCIIPUATUE PEUH HA CIIYX U
UHTEpIpeTalnio HHPOopMaLuy, BOCIIPOU3BE/ICHIE HHOS3BIYHOIO TEKCTA I10
HEOOXOIMMOM ISl BBITTOJTHEHHUS KITIOYEBBIM CJIOBaM HJIH 110 TUIAHY.
3aj1a4 NpoQeccuoHaNbHOM [Ipuemsl CTpyKTYpUpOBaHUs HH(DOPMALIUH.
NeSITETTHHOCTH.

OK 03. | [InmanupoBaTh U peann30BbIBATH CrniocoObl caMOCTOSITEIBHON OLIEHKH U
COOCTBEHHOE TPO(ECCUOHATIFHOE | COBEPIICHCTBOBAHUS YPOBHS 3HAHHIA 1O
U JINYHOCTHOE Pa3BUTHE. MHOCTPAHHOMY SI3BIKY.

Oco0eHHOCTH TPOU3HOLIEHNS Ha UHOCTPAaHHOM
S3BIKE.

Bo3MoskHBIE TpaeKkTOpHH MPO(HECCHOHATEHOTO
pa3BUTHS U cCaMOOOPa30BaHMsL.

OK 04. | PabGortatb B KOJUIEKTUBE U OCHOBBI IPOEKTHOM J1E€ATEIBHOCTH.

KoMmaHze, 3p(HeKTUBHO OcHoBbI 3 (eKTUBHOTO COTPYIHNYECTBA B
B3aMMO/ICHICTBOBATH C KOJUIETAMH, | KOJUICKTHBE.
PYKOBOJICTBOM, KIIMEHTAMHU.

OK 05. | OcymiecTBasTh yCTHYIO U IIpaBmiia ycTHOM ¥ MNCBMEHHOW KOMMYHHMKAIIUU
NUCHMEHHYI0O KOMMYHUKAIMIO HA | TIPH MEPEBOJIE C HHOCTPAHHOTO SI3BIKA.
roCyJapCTBEHHOM sI3bIKE € y4eToM | JIekcuka 1o mpoguiito NoAroTOBKH.
0COOEHHOCTEHN COLMANbHOIO U
KYJIBTYPHOT'O KOHTEKCTA.

OK 06. | IIposiBnATH rpa’kaaHCKo- OcHoBHbIE MpaBUjIa MOBEJCHUS U PEYEBOIO
NaTPUOTUYECKYIO TTO3UIIHIO, 9THKeTa B cepax NOBCEAHEBHOTO, OPHUIINATBHO-
JIEMOHCTPHPOBATH OCO3HAHHOE JIETIOBOTO ¥ MPO(HECCHOHATLHOTO OOIICHUSI.
NOBEJICHUE Ha OCHOBE Jlexcuka B JaHHOM o0nacTu.

TPaTUIIHOHHBIX
00111e4esI0BEYECKUX [IEHHOCTEH.

OK 07. | ConelicTBOBaTh COXpaHEHHUIO [IpaBumna 3K0I0rHYeCcKOi 6€30MaCHOCTH U
OKpY’Karollen cpesl, pecypcocOepexeHns Ipy BeACHUU
pecypcocOepeKeHuUIo, poeCCUOHAIBHON JIeATETHHOCTH.
a¢(deKTUBHO AECTBOBATH B Jlexcuka B JaHHOW 00JaCTH.

Ype3BBIYANHBIX CUTYAITHSIX.

OK 08. | Mcnonb3oBarh cpencTaa OCHOBBI 3T0pOBOTO 00pa3a KU3HU.
buznyecKoil KyabTyphl IS Jlexcuka B JaHHON 00JacTH.
COXPaHEHMS U YKPETJICHUS
3JI0POBBS B TIPOIIECCE




npodecCHOHATBHON
ACATCIIBHOCTH U IOAACPKAHNC
HEOOXOIMMOTO YPOBHS
(bU3UYECKON MOATOTOBICHHOCTH.

OK 09. | Ucnonb3oBath nH(GOPMALILOHHBIE
TEXHOJIOTUH B TPOPECCUOHATILHON
JESITEIbHOCTH.

CoBpeMeHHbIE CPEJCTBA U YCTPOMCTBA
nH(POPMATHU3ALNHU U UX UCTIOIH30BAHUE.
[IpaBuia paboThl HA KOMIIBIOTEPE U OPTTEXHHUKE.
IIpaBuia BeeHUs IEPENUCKU 110 MIEKTPOHHOU
royre.

OK 10. | Ilonp3oBatbes
npodeCcCHOHAIbHON
JIOKYMEHTalE Ha
roCy1apCTBEHHOM M MHOCTPAHHOM
SI3BIKE.

[IpaBuia yTeHus: TEKCTOB MPO(ecCHOHAITBHOM
HaINpaBJICHHOCTH HA HHOCTPAHHOM SI3bIKE.
[IpaBuia noCTPOECHUS MPOCTHIX U CIOAKHBIX
IPEeIOKEHUH Ha PO ECCHOHATILHBIE TEMBI.
OcHOBHBIE 00IEYTTOTPEOUTEIBHBIC TTIAT OJIbI.
Jlekcuka, OTHOCSIIASCS K ONMCAHUIO TIPEIMETOB,
CPEJICTB U MPOLECCOB MPOPECCHOHATBHOM
JeATeILHOCTH.

[TpaBumna opopmiieHHs] JTOKYMEHTOB.

OK 11. | [InanupoBaTh
peINPUHIMATEIbCKYIO
NeSITeIbHOCTD B
npodeccuoHanbHOM cepe.

Jlexcnueckuil MUHUMYM U HOPMBI PEYEBOT0
MOBE/ICHUS U J€JI0BOT0 3TUKETA JJIsl HOCTPOEHUS
YCTHOHM ¥ IMCbMEHHOH pe4H Ha HHOCTPaAaHHOM
SI3BIKE.

IIpaBuiia BeeHUs 1€710BOM IEPEIUCKH.

Pabora ¢ 6u3Hec cTaThsiMU Ha HHOCTPAHHOM
S3BIKE C LIEJIbIO U3BJICUEHUS U ITepepaboTKU
nH(OpMAIINH, BeJICHHS IEPETOBOPOB B JICIOBOM
cpeze.

I[IK 1.1 | AHanu3upoBaTh TEXHUYECKOE
3a/IaHKe Ha pa3paboTKy
KOHCTPYKIIMU THUIOBBIX JeTaleH,
y3JI0B U3/I€TUS] 1 OCHACTKHU.

IlepeBon co cioBapém
OCHOBHOU TEPMHUHOJIOTUH 110 TIPODHUITIO
IOJATOTOBKH.

[IK 1.4 | IIpumeHsATs MHPOPMAITMOHHO-
KOMMYHHKAI[MOHHbIE TEXHOJIOTUN
U1 o0ecTieyeHns KU3HEHHOTO
[MUKJIA TEXHUYIECKOU

[IepeBon co cnoBapém

OCHOBHOM TEPMHUHOJIOTUH IO MPOPHUITIO
MOJITOTOBKH.

[IpaBuia opopmieHns JOKyMEHTOB.

JIOKYMEHTAIUH.

[IK 2.1 | AHanu3upoBathb [lepeBon, 06001IeHNE U aHATTN3
KOHCTPYKTOPCKYIO CMEeLUAIU3UPOBAHHON JIUTEPATYPHI 110 MPOdUIIO
JOKYMEHTAIHIO. MTOJITOTOBKH.

[IK 4.2 | [IpumeHsATh HH(POPMAITMOHHO-
KOMMYHHKAI[MOHHbIE TEXHOJIOTUI
npu cbope, 06paboTke u
XpaHEHUU TEXHUYECKOM,
HSKOHOMUYECKOU U APYTUX BUIOB
nH(pOpMalUH.

[Ipuemsbl aHHOTHPOBaHUS, pedepUpOBaHUS U
MepeBo/ia CrelnaIn3upPOBaHHON JINTEPATYPHI 110
IPOGUITIO MOJITOTOBKH.

(I)Ole)l U ME€TOAbI OLICHUBAHUA

[IpenMeToM oOLEHKM ciyXaT yMmMeHUs M 3hanus, npexycmorperHeie ®I'OC mo aucnmrumHe
OI'C3.04 UHocTpaHHBIN 3BIK B MpodeccHnoHalbHOM AedaTenbHOCTH (AHITIMHACKUIN), HalpaBiIeHHbIE
Ha (popMUpOBaHHE 3HAHUM, yMEHHI



Peszyromamut 00yuenusn

Kpumepuu ouyenxu

Memoowl ouenku

3unanusa:

Jlexcuka 1o npoGuIiIro MoAroTOBKH.
[Tpuemsbl aHHOTHPOBAHUS, peepUpPOBaAHUS U
[IEPEBO/A CIIELMAIU3UPOBAHHOU
JUTEPATYPBI IO MPOPUITIO TOJTOTOBKH.
[Ipuemsl CTpyKTYpUpOBaHUS HHPOPMAITUH.
Crioco0bl caMOCTOSTENILHON OLIEHKH U
COBEpPILLIEHCTBOBAHMSI YPOBHS 3HAHUH 110
UHOCTPAaHHOMY SI3BIKY.

Oco0eHHOCTH IPOM3HOLICHUS Ha
UHOCTPAaHHOM SI3bIKE.

Bo3MoskHbIe TpaekTOpUn
po(heCcCHOHATTLHOTO Pa3BUTHSI U
camMo00pa3oBaHMsL.

OCHOBBI TPOEKTHOM /IATEILHOCTH.
OcHOBBI 3 (HEKTUBHOIO COTPYIHUYECTBA B
KOJIJICKTHBE.

[IpaBuna ycTHON U MUCBMEHHOM
KOMMYHHKAIH TIPU TIEPEBO/IE C
MHOCTPAHHOTI'O SI3bIKA.

OCHOBHBIE TIpaBUJIA TIOBEJICHUS U PEYEBOTO
9THKETa B chepax MOBCEIHEBHOTO,
ouIIMaTBLHO-IETIOBOTO 1
npohecCHOHATEHOTO OOIIIEHHS.

[IpaBumna 3K0I0rMYECcKOM 0€30MacHOCTH U
pecypcocOepexeHns Ipy BeIeHUN
pohecCuOHATILHON e TENbHOCTH.
OCHOBBI 3/10pOBOT0 00pa3a >KU3HH.
CoBpeMeHHBIE CpPENICTBA H YCTPOHUCTBA
UHPOPMATU3ALUHN U UX UCIIOJIb30BaHUE.
[IpaBuna paboThl HA KOMIIBIOTEPE U
OpITEXHHUKE.

[IpaBuia BeaeHUS IEPENIHCKH T10
3JIEKTPOHHOU TOYTE.

IIpaBuna 4TeHHsI TEKCTOB
npodeccOHaIbLHON HAMPABICHHOCTH Ha
UHOCTPAaHHOM SI3BIKE.

[IpaBuia mocTpoeHus MPOCTHIX U CIIOKHBIX
npeyIokKeHUH Ha podeccuoHanbHbIe
TEMBI.

OcHOBHBIE 00IIEYTTOTPEONTENHHBIC TIIATOJIBI
(OpITOBas M MpodeccuoHaNbHAs JIEKCUKA).
Jlexcuka, OTHOCSIIASICS K OTIMCAHUIO
IPEIMETOB, CPEJCTB U MPOILIECCOB
npohecCuOHATEHON NeSTENbHOCTH.
JlekcuuecKuii MUHUMYM M HOPMBI PEYEBOTO
TIOBEJICHHS U JICJIOBOTO dTHKETA IS
MOCTPOCHMSI YCTHOW U MMUCbMEHHOM peur Ha
WHOCTPAaHHOM SI3BIKE.

- He UMeeT 0a30BbBIX 3HAHUI
(1);

- JIOITyCKAeT CYIIECTBEHHbBIE
OLIMOKH MIPU PACKPBITHH
COJIepKaHusl U OCOOCHHOCTEH
yIoTpeOIeHHs U3Yy4EHHOTO
Marepuana (2);

- IGMOHCTPHPYET YaCTHYHOE
3HaHUE COJICPIKAHUS U
0COOCHHOCTEM
ynoTpeOaeHUs] U3y4YEHHOTO
Marepuana (3);

- IGMOHCTPHPYET 3HAHHE
COJIepKaHusl U OCOOCHHOCTEH
ynoTpeOaeHUs] U3y4E€HHOTO
Matepuala, HO JacT He
MOJTHOE er0 000CHOBaHME
4);

- IGMOHCTPHPYET TOTHOE
NPaBUIbHOE 3HAHKE
COJIepXKaHUsl U OCOOEHHOCTEM
yIOTPeOICHHS U3YYEHHOTO
Mmarepuara,
apryMEeHTHPOBAHO
000CHOBBIBAET TOT UJIM UHOMN
BBIOOD MPH BBIOJIHEHUN
MPaKTUYECKOro 3aaaHus (5).

Bxoonoui konmponw:
TECTUPOBAHUE

Texkyuwjuit KOoHmponv:
YCTHBIN OIIpOC,
Oecena,

coo01IeHue,

pedepar,

JIOKJIa,
Ipe3eHTalus,
TECTUPOBAHUE,
KOHTPOJIbHbIE pabOThI

Ilpomesicymounniii
KOHmMpOp:
nuddepeHIpOBaHHBIN
3a4er




[IpaBuia BeeHUs AEIOBOM EPENUCKHU.
[IpaBusna opopmiieHHs] JOKYMEHTOB.

Ymenua:

- TOHMMaTh  OOMMH  CMBICT  YETKO
IPOM3HECEHHBIX BBICKa3bIBaHUIA Ha
U3BECTHBIE TeMbl (TPOQecCHOHANbHBIE U
OBITOBEIC);

- TOHUMATh  TEKCTHI
poeCCHOHATIBHBIC TEMBI;
- y4acTBOBaTh B JHMAajorax Ha 3HAKOMBIE
obmue 1 mpodeCCHOHAILHBIE TEMBI,

- CTPOMTH MPOCTHIC BHICKA3BIBAHUA O ceOe U
0 CBOCH POECCUOHATILHOMN IeATEIIEHOCTH;
- KpaTko 0OOCHOBBIBATh U OOBSICHUTH CBOU
JercTBUs (TEKYIUe U TIaHUPYEMBIE);

- MUCATh MPOCTHIE CBSI3HBIE COOOIICHUS Ha
3HAKOMBIC WIN WHTEPECYIOIIHE
po(heCcCHOHATTLHBIC TEMBI,

-4UTaTh, MUCATh, BOCIPHHUMATh pEYb Ha
CJIyX W BOCIIPOU3BOIHUTH WHOSI3BIYHBIN TEKCT
10 KJTFOYEBBIM CJI0BaM HJIH 110 IUIaHY;

- paborath ¢ OwW3Hec CTaThsIMH Ha
WHOCTPAaHHOM SI3bIKE C IENIbIO0 H3BJICYCHUS U
nepepaboTKu uHpOpMaLnHy, BEJICHUS
IIEPErOBOPOB B JICJIOBOM Cpejie;

- TEpeBOJUTH CO CIOBAapEéM OCHOBHBIC
TEPMHUHBI TIO IPOPHITIO TIOATOTOBKH;

- MepeBOANUTH, 0000IaTh U aHAIM3UPOBATH
CHCIUATM3UPOBAHHYIO  JIUTEPATYPY o
npOodUITIO OTOTOBKH.

Ha  0a30BbIe

- HE yMeeT U He TOTOB K
B3aUMOJICUCTBUIO Ha
WHOCTpaHHOM si3bIke (1);

- uMes 0Oa30BbI€ 3HAHHUA, HE
yMeeT CaMOCTOSITEIIbHO
oTOUparsh,
CUCTEMAaTU3UPOBATh u
MPUMCHSITh YCBOCHHYIO
uHpopmaIuio TUTS
peaM3anuy YTeHUs, MUChMa,
TOBOPEHUSI U  BOCIPUSATHUS
pedn  Ha  CIyX Ha
WHOCTPAHHOM sI3bIKe (2);

- JEMOHCTPHUPYET YaCTHYHOE
BJIa/ICHUE YTEHUEM,
MUCBMOM, TOBOPCHHEM |
BOCTIPUATHEM PEUU Ha CIyX U
JIOITYCKaeT  CYIIECTBCHHBIC
OIIMOKHU MPU UX peaan3anuu
(3);

- JIEMOHCTPHPYET B LIEIOM
YCTICITHOE BJIQJICHUC
YTEHHUEM, MUCBMOM,
TOBOPCHHEM W BOCIIPHUSATHEM
peud Ha CIyX, HO JOIyCKaeT
HEKOTOphle  Mpolenbl U
HETOYHOCTH B KOHKPETHBIX
3aJJaHHBIX YCIOBUAX(4);

- JEMOHCTPHUPYET
MPaBHIILHOE BIIQJICHUC
YTEHHUEM, MTUCBEMOM,
TOBOPCHHEM W BOCHPHSTHEM
peun Ha CIIyX Ha
WHOCTPAHHOM  SI3BIKE  JUIS
obOecrieyeHHss TOJIHOIICHHON
npoQeCCHOHAILHON
JESTENBHOCTH (5).

Bxoonoui konmponw:
TECTUPOBAHUE.

Texywuit Konmpov:
YCTHBIH OIIpOC,

Oecena ¢ IKCIEepToM,
KOHTPOJIbHBIE pabOTHI,
TECTUPOBAHUE,

3aIMTa
VHIMBUYaAJIbHBIX U
IPYIIIOBBIX 3aJaHUI
IPOEKTHOI'0 XapakTepa

Ilpomesicymounniii
KOHmMpOp:
nuddepeHIMpOBaHHBIN
3a4er

1.3. Onucanue npaBuJ opopMJIeHUs Pe3yJIbTATOB OLCHUBAHUS

OTMeTKa

HpaBI/IJ'IbHBIX OTBETOB 110 3a1aHUAM omiera

«5»

Bce 3aganus ¢ gomymenuem 1-3 ommbok

«y

Bce 3aganus ¢ gomymenuem 3-5 ommOok

«3»

JlBa u3 Tpex 3a1aHuil OueTa ¢ pomyiieHuem He 6onee 3-5

OILITNOOK

«»

@MenHee JABYX BBITOJHCHHBIX 3aJaHuH

I1. ®oHaBI OLIEHOYHBIX CPEICTB

2.1 3agaHus 1015 OLleHKH 3HAHMI U YMeHU

Texct Nel.




The Need for Network Security
The Internet continues to grow exponentially. Personal, government, and business applications
continue to multiply on the Internet, with immediate benefits to end users. However, network-based
applications and services can pose security risks to individuals and to the information resources of
companies and governments. Information is an asset that must be protected.
Security has one purpose: to protect assets. For most of history, this meant building strong walls to
stop the enemy and establishing small, well-guarded doors to provide secure access for friends. This
strategy worked well for the centralized, fortress-like world of mainframe computers and closed
networks.
The closed network typically consists of a network designed and implemented in a corporate
environment and provides connectivity only to known parties and sites without connecting to public
networks. Networks were designed this way in the past and thought to be reasonably secure because
of no outside connectivity.
With the advent of personal computers, LANs, and the wide-open world of the Internet, the networks
of today are more open. As e-business and Internet applications continue to grow, the key to network
security lies in defining the balance between a closed and open network and differentiating the good
guys from the bad guys.
With the increased number of LANs and personal computers, the Internet began to create untold
numbers of security risks. Firewall devices, which are software or hardware that enforce an access
control policy between two or more networks, were introduced. This technology gave users a balance
between security and simple outbound access to the Internet, which was mostly used for e-mail and
web surfing.
This balance was short-lived as the use of extranets began to grow, which connected internal and
external business processes. Businesses were soon realizing tremendous cost savings by connecting
supply-chain management and enterprise resource planning systems to their business partners, and by
connecting sales-force automation systems to mobile employees, and by providing electronic
commerce connections to business customers and consumers. The firewall began to include intrusion
detection, authentication, authorization, and vulnerability-assessment systems. Today, successful
companies have again struck a balance by keeping the enemies out with increasingly complex ways
of letting friends in.
Most people expect security measures to ensure the following:
*Users can perform only authorized tasks.
*Users can obtain only authorized information.
Users cannot cause damage to the data, applications, or operating environment of a system.
The word security means protection against malicious attacks by outsiders and by insiders.
Statistically, there are more attacks from inside sources.
Security also involves controlling the effects of errors and equipment failures. Anything that can
protect against an attack will probably prevent random misfortunes, too.

Exercise 1. Answer the questions using the information from the text.

. Who can be put at risk by network-based applications?

. What strategy was effective in the period of mainframe computers and closed networks?

. What is a closed network?

. What is considered to be the key to network security nowadays?

. How do firewall devices benefit users?

. What advantages does connecting internal and external business processes give to companies?
. What functions do firewall devices need as a result of growing use of extranets?

. What do most people expect from security measures?

. What does network security involve except for protection against malicious attacks?

O 01NN B~ Wi —

Exercise 2. True or false?



1. The firewall device is used to prevent connecting to public networks.

2. The use of extranets gave businesses a lot of new opportunities.

3. The Internet became more secure when the number of personal computers increased.
4. Vulnerability-assessment systems cannot be included into firewall devices.

5. Networks are more often attacked by insiders than by outsiders.

Exercise 3. Write a short summary of the text.

Exercise 4. Use the words and expressions from the box to complete the sentences.

vulnerability-assessment connectivity public network authorization e-business
application  firewall authentication =~ LAN  access

1. Before connecting to a , make sure your system is fully up to date with the latest patches.
2. End users have great difficulty using this file permission system to create security policies for file

3. is the process of determining whether someone or something is, in fact, who or what it is declared
to be.

4, is the process used in verifying that someone who has requested or initiated an action has the right
to do so.

5. is capable of transmitting data at very fast rates, much faster than data can be transmitted over a

telephone line; but the distances are limited and there is also a limit on the number of computers that can be
attached to it.

6. Sometimes a new and popular arises which only runs on one platform, increasing the desirability
of that platform.

7. If security holes are found as a result of , a vulnerability disclosure may be required.

8. When organizations go online, they have to decide which models best suit their goals.

9. Persistent is impossible in a mobile world, which means it is also impossible for employees to
access their enterprise applications when they need them most—when they're in the field doing their jobs.
10.When a packet passes through a , it filters the packet on a protocol/port number basis.

Exercise 5. Match the verbs and the nouns. Sometimes, more than one option is possible.

surf
provide
connect to
perform
cause

AN

task
access

the web
damage

a network
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Bpewms BemonHeHus - 45 MUHYT.
Kpurepun onenku:
[TpaBUIBHO BBIIOJHEHHOE 33aJaHUE — 5 OAJIJIOB.

Bcero 20 6amos.

Kpurepuu onieHuBaHMs:

[Tpouent

Or1enka
BBIIIOJIHEHUS

KommuectBo IIpaBHUJIBHBIX OTBETOB




18 —20 90 % - 100% 5 (oTAM4HO)
16 -17 80% - 89% 4 (xopotio)
14 - 15 70 % - 719% 3 (yAOBIETBOPUTEIHHO)
MeHee 14 menee 70% 2 (He yIOBIETBOPUTEIHHO)
Texer Ne 2
Attacks

Four primary classes of attacks exist: (1) reconnaissance, (2) access, (3) denial of service, and (4)
worms, viruses, and Trojan horses.

Reconnaissance is an unauthorized discovery and mapping of systems, services, or vulnerabilities. It is
also known as information gathering and, in most cases, it precedes an actual access or denial-of-
service attack. Reconnaissance is somewhat analogous to a thief casing a neighborhood for vulnerable
homes to break into, such as an unoccupied residence, easy-to-open doors, or open windows.

System access is the ability for an unauthorized intruder to gain access to a device for which the
intruder does not have an account or a password. Entering or accessing systems to which one does not
have authority to access usually involves running a hack, script, or tool that exploits a known
vulnerability of the system or application being attacked.

Denial of service (DoS) implies that an attacker disables or corrupts networks, systems, or services
with the intent to deny services to intended users. DoS attacks involve either crashing the system or
slowing it down to the point that it is unusable. But DoS can also be as simple as deleting or corrupting
information. In most cases, performing the attack simply involves running a hack or script. The
attacker does not need prior access to the target because a way to access it is all that is usually
required. For these reasons, DoS attacks are the most feared.

Malicious software (worms, viruses, and Trojan horses) is inserted onto a host to damage a system;
corrupt a system; replicate itself; or deny services or access to networks, systems or services. They can
also allow sensitive information to be copied or echoed to other systems.

Trojan horses can be used to ask the user to enter sensitive information in a commonly trusted screen.
For example, an attacker might log in to a Windows box and run a program that looks like the true
Windows logon screen, prompting a user to type his username and password. The program would then
send the information to the attacker and then give the Windows error for bad password. The user
would then log out, and the correct Windows logon screen would appear; the user is none the wiser
that his password has just been stolen.

Even worse, the nature of all these threats is changing—from the relatively simple viruses of the 1980s
to the more complex and damaging viruses, DoS attacks, and hacking tools in recent years. Today,
these hacking tools are powerful and widespread, with the new dangers of selfspreading blended
worms and network DoS attacks. Also, the old days of attacks that take days or weeks to spread are
over. Threats now spread worldwide in a matter of minutes.

The next generations of attacks are expected to spread in just seconds. These worms and viruses could
do more than just wreak havoc by overloading network resources with the amount of traffic they
generate, they could also be used to deploy damaging payloads that steal vital information or erase
hard drives. Also, there is a strong concern that the threats of tomorrow will be directed at the very
infrastructure of the Internet.

Exercise 1. Answer the questions using the information from the text.
1. What is a common classification of attacks?

2. What are the objectives of reconnaissance?

3. When can accessing a system be considered an attack?

4. What do DoS attacks usually involve?

5. What examples of malicious software exist?

6. What damage is malicious software able to cause to a system?




7. How can Trojan horses be used to steal passwords?
8. How are attacks changing over the time?
9. What are the next generations of attacks expected to be like?

Exercise 2. True or false?

1. Reconnaissance is often used as the first step of a major attack.

2. DoS attacks are dangerous because most of them are very simple to perform.
3. Viruses spread considerably faster nowadays than before.

4. Selfspreading blended worms originate from the 1980s.

5. The next generations of attacks could erase hard drives.

Exercise 3. Write a short summary of the text.

Exercise 4. Use the words and expressions from the box to complete the sentences. malicious software
password  denial of service  reconnaissance worm  payload  logon screen  hard drive
username  intruder

1. Windows makes it possible to change the that appears when you start your
computer without any third-party software, but this setting is well hidden.

2.A attack is an incident in which a user or organization is deprived of the services
of a resource they would normally expect to have.

3. The detection technique tries to identify people behind attacks by analyzing their
computational behaviour.

4. Nowadays, it is a common practice for computer systems to hide a as it is typed.
5. Spyware or other is sometimes found embedded in programs supplied officially
by companies, e.g., downloadable from websites, that appear useful or attractive, but may have, for
example, additional hidden tracking functionality that gathers marketing statistics.

6. In a computer, a is a self-replicating virus that does not alter files but resides in
active memory and duplicates itself.

7. Your can be used to create a custom link to your profile that you can give out to
people or post on external websites.

8. Active is a type of computer attack in which an intruder engages with the targeted
system to gather information about vulnerabilities.

9. In computer security, refers to the part of malware which performs a malicious
action.

10. Computers have a and use it to store files for the operating system and software

that run on the computer, as well as files created or downloaded to the computer by a user.
Exercise 5. Match the verbs and the nouns. Sometimes, more than one option is possible.

deny
type
map
erase
deploy

Nk W e

a hard drive

a payload

a username 10
a service

a system

pao o

Bpewms BemonHenus - 45 MUHYT.



Kpurepun onenku:
[TpaBUIBHO BBIMOJHEHHOE 33aJaHUE — 5 OAJIJIOB.

Bcero 20 6asmios.

Kpurepuu onieHuBaHus:

Kosm4ecTBO MpaBHIBHBIX OTBETOB EEEEEJ?II_{IEHI/IH OrmeHka
18 —20 90 % - 100% 5 (OTIIMYHO)
16 -17 80% - 89% 4 (xopotio)
14 - 15 70 % - 719% 3 (yAOBIETBOPUTEIHHO)
MeHee 14 menee 70% 2 (HE yAOBJIETBOPUTEILHO)

Texcr Ne 3.
Software Security
Software security is the idea of engineering software so that it continues to function correctly under
malicious attack. Most technologists acknowledge this undertaking’s importance, but they need some
help in understanding how to tackle it.
A central and critical aspect of the computer security problem is a software problem. Software defects
with security ramifications—including implementation bugs such as buffer overflows and design flaws
such as inconsistent error handling—promise to be with us for years. All too often, malicious intruders
can hack into systems by exploiting software defects. Internet-enabled software applications present
the most common security risk encountered today, with software’s ever-expanding complexity and
extensibility adding further fuel to the fire.
Pondering the question, “What is the most effective way to protect software?” can help untangle
software security and application security. On one hand, software security is about building secure
software: designing software to be secure, making sure that software is secure and educating software
developers, architects and users about how to build secure things. On the other hand, application
security is about protecting software and the systems that software runs in a post facto way, after
development is complete. Issues critical to this subfield include sandboxing code (as the Java virtual
machine does), protecting against malicious code, obfuscating code, locking down executables,
monitoring programs as they run (especially their input), enforcing the software use policy with
technology and dealing with extensible systems.
Application security follows naturally from a network-centric approach to security, by embracing
standard approaches such as penetrate and patch and input filtering (trying to block malicious input)
and by providing value in a reactive way. One reason that application security technologies such as
firewalls have evolved the way they have is because operations people dreamed them up. In most
corporations and large organizations, security is the domain of the infrastructure people who set up and
maintain firewalls, intrusion detection systems, and antivirus engines (all of which are reactive
technologies).
However, these people are operators, not builders. Given the fact that they don’t build the software
they have to operate, it’s no surprise that their approach is to move standard security techniques
“down” to the desktop and application levels. The gist of the idea is to protect vulnerable things (in
this case, software) from attack, but the problem is that vulnerabilities in the software let malicious
hackers skirt standard security technologies with impunity. If this were not the case, then the security
vulnerability problem would not be expanding thelway that it is. Clearly, this emphasizes the need to
get builders to do a better job on the software in the first place.
On the road to making such a fundamental change, we must first agree that software security is not
security software. This is a subtle point often lost on development people who tend to focus on
functionality. Obviously, there are security functions, and most modern software includes security



features, but adding features such as SSL (for cryptographically protecting communications) does not
present a complete solution to the security problem. Software security is a system-wide issue that takes
into account both security mechanisms (such as access control) and design for security (such as robust
design that makes software attacks difficult). Software security must be part of a full life cycle
approach. Just as you can’t test quality into a piece of software, you can’t spray paint security features
onto a design and expect it to become secure. There’s no such thing as a magic crypto fairy dust—we
need to focus on software security from the ground up.

Exercise 1. Answer the questions using the information from the text.

. How can the concept of software security be described?

. Why is software the central aspect of computer security?

. What does software security involve?

. What does application security involve?

. What standard approaches of application security exist?

. Why do application security techniques prevail nowadays?

. Why do not application security techniques always work well?

. What is the difference between software security and security software?
. When should software developers start focusing on security?

O 01NN Wi -

Exercise 2. True or false?

1. Engineering secure software is a complicated issue for most technologists.
2. The problem of implementation bugs is likely to be solved in the short term.
3. Internet-enabled software applications are relatively secure.

4. The more complex software is, the less risk it presents.

5. Modern software should never include security features.

Exercise 3. Write a short summary of the text.

Exercise 4. Use the words and expressions from the box to complete the sentences.

executable  desktop use policy  buffer overflow sandbox bug full life cycle antivirus
engines robust design  design flaws

1. Here are some examples of : broken authentication mechanism (that could be
authentication bypass), failure to authorize after authentication, not explicitly validating all data or
understanding how integrated external components change the attack surface.

2. A is a set of rules applied by the owner, creator or administrator of a network,
website, or service, that restrict the ways in which the network, website or system may be used, and
sets guide lines as to how it should be used.

3. Multiscanning is running multiple anti-malware or concurrently.
4. In Windows operating system, an usually has a file name extension of .bat, .com,
or .exe.

5. Systems development life cycle (SDLC) and systems analysis and design (SAD) are cornerstones of
product and system planning.

6. is a set of engineering methods widely successful in reducing sensitivity to such
noise factors as customer use conditions, manufacturing variability, and degradation of a system over
time.

7. In general, a is an isolated computing environment in which a program or file can
be executed without affecting the application in which it runs.
8. A occurs when a program or process tries to store more data in a temporary data

storage area than it was intended to hold.

9. If an inconsistency is encountered, the program may immediately halt so that the
may be located and fixed.

10. An all-in-one computer typically combines the case and monitor in one unit.




Exercise 5. Match the verbs and the nouns. Sometimes, more than one option is possible.
filter

handle

run

enter

detect

a system
information
an error

an intrusion
input

Bpewms BbinonHeHus - 45 MUHYT.

Kpurepun oneHku:
[TpaBuJIbHO BBINOJIHEHHOE 3a/laHue — 5 0aIoB.

Bcero 20 6asuios.

Kpurepuu onieHuBanus:

KosimdecTBO MpaBUIBHBIX [TporueHT
Ouenka

OTBETOB BBITIOJTHEHUS

18 -20 90 % - 100% 5 (oTaM4HO)

16 -17 80% - 89% 4 (xoporio)

14 - 15 70 % - 79% 3 (yOBIETBOPUTEIHHO)

Menee 14 menee 70% 2 (HE yOBIIETBOPUTEIHHO)

Texcr No 4.

Government to Rescue IT?

Internet and computer growth in Russia has been the envy of every European and North American
country during the past few years. But growth in all IT areas is expected to slow by a considerable
amount. Cell-phone growth in Moscow and St.Petersburg is limited to subscribers exchanging models,
while subscriber growth is limited to the regions. Mobile communication companies had hoped that
3G technology would prove to be a boom, but the lack of equipment capable of handing such a
technology is holding back development.

“Informatization” of the country means simply buying more computers and increasing. Internet usage
has nearly reached the limit that current technological equipment can provide. There is not enough
money to increase capacity. The largest computer and Internet service providers in Russia will reach
yearly turnover of $500 million, which is far too small of a sum to begin improving communication
structures on their own.

Moreover, Russian IT faces another problem: most of the people who need computers live in cities of
one million or more, and those people have already bought them. The majority who live outside of
“wired” urban areas have absolutely no reason to buy a computer.

The government, did launch the Electronic Risian program, which was designed to create an
electronic government that would increase interaction between citizens and their elected leaders.
Different ministries and political organs could not agree on how to implement the program, and it
came to nothing. The government has developed a new plan. This time a single ministry will be
responsible for “ informatization”, and its decisions will be carried out by all government organs. The



IT created office will have to have not only the necessary resources but also a fair share of political
leverage. If this is not done, then Russia will have to wait many years for IT businesses to become
large enough to put pressure on the government to ““ informatize”.

The most popular Internet service is e-mail. Most of the people, who have access to the Internet, use
the network only for sending and receiving e-mail messages. However, other popular services are
available on the Internet: reading USENET News, using the World-Wide Web, telnet, FTP, and
Gopher.

In many developing countries the Internet may provide businessmen with a reliable alternative to the
expensive and unreliable telecommunications systems of these countries. Commercial users can
communicate over the Internet with the rest of the world and can do it very cheaply. When they send e-
mail messages, they only have to pay for phone calls to their local service providers, not for calls
across their countries or around the world. But who actually pays for sending e-mail messages over
the Internet long distances, around the world? The answer is very simple: user pays his/her service
provider a monthly or hourly fee. Part of this fee goes towards its costs to connect to a larger service
provider. Part of the fee got by the larger provider goes to cover its cost of running a worldwide
network of wires and wireless stations.

3aoanun Kk mexcmy
Ipouumaiime mexcm u nepesedume nepsvie mpu ab3aya Ha Pycckuil A3viK.

Hatioume 6 mexcme npeonoscenus, cooepaicawyue Hudxiceciedyrowue cioéa U 8blpadiCeHus.
a) mobile communication

b) e-mail messages

c) a service provider

d) a worldwide network

e) the World-Wide Web

f) a local service provider

g) a wireless station

Coomnecume Cﬂedy}ou;ue Kjlro4eevle Cloea ¢ coomeenmcmeyrouum I’IGPQGOOOM.'

1) Internet growth

2) a considerable amount

3) a current technological equipment
4) Increasing Internet usage

5) mobile communication companies
6) communication structures

7) spreading computers

8) Internet access

9) a computer growth

10) an electronic program

I'pammamuuecxoe 3a0anue:
1.The old man’s clothes ... torn.

a) KOMITbIOTEPHBIN pocT

b) anexTpoHHas mporpamma

C) KOMIIAaHUU MOOMJIBHBIX CTPYKTYp

d) pactipocTpaHeHr€ KOMITBIOTEPOB
€)CTPYKTYpPBI CBSI3U

f) ntoctyn B uHTEpHET
g) yBenuuenue MHTepHeT oOparieHus

h) moTok TexHoJIOrN4YECKOro 000PyAOBaHUS

1) 3HAUUTEITBHOE KOJUYECTBO

j) pacupenue MHtepHeTa

14

a) was C) were

b) is d) has been

2. We mustn’t climb the mountain, ... we?
a) can ¢) mustn’t

b) can’t d) must

3. The President ... a fund for the homeless.
a) found ¢) founds

b) finds d) founded

4. He draws extremely ... .



a) good c) well

b) bad d) fine

5.If I ... amillionaire, I’ll give lots of money to the poor.
a) be ¢) become

b) is d) are

6. Shall I throw ... coffee away?

a)a ¢) these

b) an d) this

7. Some people like summer best, some like spring or autumn, ... prefer winter.
a) another c) the others

b) the other d) others

8. Hey, Jack! How are you getting ... ? — Fine, thanks.
a) of c) on

b) off d) over

9. Well, girls, who is going to ... the table for tea?

a) lay ¢) laid

b) He d) lain

10. Nobody likes to be cheated, ... he?

a) doesn’t c)is

b) does d) isn’t

Bvibepume npasunvhbili 6apuanm nepegooa.
1) «Incorrect number of parameters»

a) HEBEpPHbIE TapaMETPhI

0) HEeBepHOE KOJMYECTBO IIapaMeTPOB

B) HEBEPHBIII HOMED MapaMeTpPOB

2) «Bad command or file name»
a) HEBEpHas KoMaH/a ¥ uMs (aiiia
0) HeBepHast KoMaHAa U Qaitil UMEHU
B) HEBEpHAas KOMaH 1a Ui ums (aiina

3) «Insufficient disk space»
a) IOCTATOYHO MECTa Ha JINCKE
0) HEe TOCTaTOYHO MECTa Ha JINCKE
B) IUCK JOCTATOYHOTO 00BEMA

4) «No room for system on destination disk»
a) HEeT MecTa Ui CUCTEMBI Ha AUCKE, Ha KOTOPBIA OCYIIECTBIISAETCS KOMUPOBaHUE
0) HEeT MPOCTPAHCTBEHHOW CUCTEMBI Ha IUCKE, HA KOTOPBIN OCYILECTBISETCS] KOMMPOBaHHUE
B) HE MOMEIIalTe CUCTEMY Ha JIMCK, HAa KOTOPBIN OCYIIECTBISETCS KOMMPOBAHHE

5) «Syntax error»
a) CHHTaKCHUYeCKast OITHOKa
0) OIIMOOYHBIH CHHTAKCUC
B) OLIMOKHU B CUHTAKCHCE

6) «Keyboard system» 15
a) CUCTeMHasl KJIaBUaTypa
0) cuctema KJIaBUaTypbl
B) KJIaBUATypa B CUCTEME



7) «Read error in the file “x”»
a) yuraite daitn“x”’
0) HeBepHOE uTeHHe (aitna’x”

B) omMOKa Npu uTeHuHu ¢aiina “x”

Buvibepume npasunvhbili nepesoo ciosd
1) «KnaBumay

a) drive

0) port

B) root

r) key

JI) mouse

2) «IlamsaTb»
a) error

0) message
B) memory
r) mouse

JI) name

3) «msa»
a) character
0) key

B) port

I) mouse
II) name

4) «IlopT»
a) keyboard
0) drive

B) mouse

r) port

) file

5) «KopHeBoii»
a) hard

6) floppy

B) personal

T) root

n) display

6) «/luckoBom»
a) drive

0) diskette

B) disk

r) port

II) screen

7) «Qxpan»
a) display
6) keyboard
B) memory



T) error

II) screen

8) «Ommmbka
a) message

0) root
B) port

r) printer
1) error

9) «IIporpammHOe 0OeCTICUCHHEY
a) hardware software

0) program

B) software

r) command

1) character

€) message

10) «Mecto»
a) usage
0) enough

B) such

r) warning
1) room

Ilepeseoume. Bvibepume npasunbhbiii 6apuanm omeema.
1. DnexTpoHHas uudpoBas MOAMKUCH 3TO

aHaJIOT COOCTBEHHOPYYHOM MOATUCH, SBIISIOIIMNACS CPEICTBOM 3alIMTHI HHpopManuu™
JIOKYMEHT, IPUTOJIHBIM ISl aBTOMaTHYECKOTO CUUTBHIBAHUSA COJAEpXKAIEHCS B HEM
uH(popMalun

€/IMHBIA MEXaHU3M 110 paboTe ¢ JOKYMEHTaMH, IPEACTABICHHBIMU B JIEKTPOHHOM BH/JIE
COCTaBJICHME HOMEHKJIATyphl JOKYMEHTOB, (OPMHpPOBAHHE CIPABOYHUKOB U
KJ1acCcu(pUKaTOPOB, COCTABIIEHNE UHCTPYKIIUH

2. IToxg HCKYCCTBCHHBIM MHTCIIJICKTOM O0OBIYHO TOHUMAIOT

CIIOCOOHOCTH KOMITBIOTEPHBIX CHUCTEM K TaKUM JEHCTBHUSM, KOTOpPbIE HA3bIBAIHUCH ObI
UHTEJUIEKTYaJIbHBIMH, €CJIM Obl UCXOAMIIN OT YesloBeKka™

KJIacC MaKEeTOB BKJIKOYAET: MH(OPMALIMOHHBIE CUCTEMBI, MOJACPKHUBAIOIINE A0l Ha
€CTECTBEHHOM SI3bIKE

CIOCOOHOCTH, CBSA3aHHBIE C YEIOBEUECKUM MBIIITIEHUEM

WHTEeNNIeKTyasibHble  NakeTbl  MPUKAAAHbIX  NPOrpamm,  TO3BOJISIONIME  pellaTh
MPUKIIAJIHBIE 3a/1a4k 0€3 MPOrpaMMHUPOBAHUS

3. KoMnbroTepHbIE BUPYCHI — 3TO. ..

(aiinbl, UMEIOIIE ONPEIEICHHOE PACIIUPEHNE

POTPaMMbl, CIOCOOHBIE K CAMOPa3MHOKEHHIO (CAMOKOITUPOBaHMIO)™*

MPOrPaMMbl, COXPaHSIOUINECS B OHGP?TI/IBHOI\/'I MaMSTH TI0CTIE BBIKJIFOUEHUS! KOMIIBIOTEPA
¢aiibl, KOTOpble HEBO3MOXHO yIaIUTh

Tekcr Ne 5.
The Development of the Computers in the USA


http://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C
http://ru.wikipedia.org/w/index.php?title=%D0%90%D0%BD%D0%B0%D0%BB%D0%BE%D0%B3_%D1%81%D0%BE%D0%B1%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D0%BE%D1%80%D1%83%D1%87%D0%BD%D0%BE%D0%B9_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D0%B8&action=edit&redlink=1
http://www.klgtu.ru/students/literature/inf_asu/990.html

In the early 1960’s , when computers were hulking mainframes that took up entire rooms,
engineers were already toying with the then — extravagant notion of building a computer intended for
the sole use of one person, by the early 1970s, researches at Xerox’s Polo Alto Research Center
(Xerox PARC) had realized that the pace of improvement in the technology of semiconductors — the
chips of silicon that are the building blocks of present — day electronics — meant that sooner or later the
PC would be extravagant no longer. They foresaw that computing power would someday be so cheap
that engineers would be able to afford to devote a great deal of it simply to making non-technical
people more comfortable with these new information-handling tools, in their labs, they developed or
refined much of what constitutes PCs today, from *“ mouse” pointing devices to software “windows”.

Although the work at Xerox PARK was crucial, it was not the spark that took PCs out of the hands
of experts and into the popular imagination. That happened in January 1975, when the magazine
Popular Electronics put a new kit for hobbyists, called the Altair, on its cover, for the first time,
anybody with $400 and a soldering iron could buy and assemble his own computer. The Altair inspired
Steve Wosniak and Steve Jobs to build the first Apple computer, and a young college dropout named
Bill Gates to write software for it. Meanwhile, the person who deserves the credit for inventing the
Altair, an engineer named Ed Roberts, left the industry he had spawned to go to medical school. Now
he is a doctor in
a small town in central Georgia.

To this day, researchers at Xerox and elsewhere pooh-pooh the Altair as too primitive to have made

use of the technology they felt was needed to bring PCs to the masses. In a sense, they are right.
The Altair incorporated one of the first single-chip microprocessor — a semiconductor chip, that
contained all the basic circuits needed to do calculations — called the Intel 8080. Although the 8080
was advanced for its time, it was far too slow to support the mouse, windows, and elaborate software
Xerox had developed. Indeed, it wasn’t until 1984, when Apple Computer’s Macintosh burst onto the
scene, that PCs were powerful enough to fulfill the original vision of researchers.

Researchers today are proceeding in the same spirit that motivated Kay and his Xerox PARC
colleagues in the 1970s: to make information more accessible to ordinary people. But a look into
today’s research labs reveals very little that resembles what we think of now as a PC. For one thing,
researchers seem eager to abandon the keyboard and the monitor that are the PC’s trademarks. Instead
they are trying
to devise PCs with interpretive powers that are more humanlike — PCs that can hear you and see you,
can tell when you’re in a bad mood and know to ask questions when they don’t understand anything

3agaHusl K TEKCTY:
1. [IpounTaiiTe TEKCT U MepEeBEANTE MEPBHIC ABa a03alla Ha PYCCKUH S3bIK .

2. Haiigute B TeKcTe NPEIOKEHNS, COAEPIKALLUE HIKECIIEIYIOIIHNE CII0BA U BBIPAKEHUS:
a) hulking mainframes

b) a pace of improvement in the technology

¢) computing power

d) non — technical people

e) researchers of Xerox

f) the first single-chip microprocessor

g) to do calculations

3. CooTHecHTe CICAYIOMUE KIIFOYCBBIC CJI0OBA C COOTBETCTBYIOIIHUM IICPEBOAOM:

1) a microprocessor a) py4HOE yIpaBIICHHUE

2) to do calculations 18 b) akcmepT

3) to motivate C) DIEKTPOHUKA

4) an invention d) TexHOJNOTUs MOJYIPOBOIUMOCTH
5) electronics €) KJaBuaTtypa

6) a technology of semiconductors f) xkommBrOTEpHAST MOIIH



7) a keyboard g) n3obpereHune

8) an expert h) moOyxnath
9) handling tool 1) MHKpOIIpOIIeCCOp
10) computing power J) AenaTh BHIYUCICHUS

I'pammaTuyeckoe 3aj1anue
1.He used ... in a bank.

a) work c¢) working
b) to work d) to working

2. What ... shame you could not join us!

a) an c)—

b) the d)a

3. He sailed from Southampton down ... English Channel.
a) an c) the

b) a d)—

4. Go ... immediately!

a)in c¢) of

b) into d) out

5. Do you own this lovely house or do you ... it?

a) employ ¢) hire

b) rent d) appoint

6. He is fond of ... speeches in public.
a) make ¢) making

b) makes d) doing

7. I think I know ... can help us.

a) that ¢) which

b) what d) whom

8. There is ... provocative in her behavior. She is very shy and modest.
a) something c) everything
b) anything d) nothing

9, The students watched the famous surgeon ... the operation and couldn’t help admiring his
skill.

a) made ¢) doing

b) making d) do

10. The sun ... early in this part of the world.
a) sits ¢) has set

b) is sitting d) sets

Bri0epuTe NpaBUIIbHBIM BAPHAHT NEPEeBOAA.
1) «Invalid drive specification»

a) HEBEPHO ONPeNeTEHHBIN JUCKOBOJ

0) orpenenuTe TUCKOBOJ MIPABHIBLHO

B) HEBEPHOE OIpe/ielIeHHE TUCKOBOIa



2) «Parameters not compatible»
a) mapaMeTpbl HE COBMECTUMBI
0) HECOBMECTUMOCTh ITAPAMETPOB
B) HECOBMECTUMBIE ITapaMeTpbl

3) «Sector size too long»
a) pa3Mep CeKTopa CIUIIKOM JUTMHHBIN (OOIBIION)
0) mIrHA pa3Mepa ceKTopa
B) JUIMHHBIA CEKTOPHBIN pazmep

4) «Too many files open»
a) CIIMLIKOM MHOT'HE (hailyibl OTKPbIBAIOTCS
0) CIMIIKOM MHOTO (aifJIoB OTKPHITO
B) OTKPBITHE CIIMIIKOM MHOTHX (ailsioB

5) «Target disk is non-removable»
a) HE TIEPEHOCHUTCS JTUCK, Ha KOTOPBIA MPOU3BOAUTHCS KOTUPOBAHHE
0) mepeHeceHHe IUCKa, Ha KOTOPBINA MPON3BOIUTHCS KOITUPOBAHUE
B) IUCK, HA KOTOPBII MPOU3BOAUTHCS KOITMPOBAHKE, HE SBISETCS ChbEMHBIM

6) «Partition selection is not bootable»
a) He OCYILECTBIISITE IEPBOHAYAIBHYIO 3arpy3Ky M3 BBIOPAHHOI COBOKYITHOCTH YacTeil AUcKa
0) He criocoOHas K IepBOHAYAIILHOM 3arpy3Ke BRIOpaHHas COBOKYITHOCTh YacTel JTUCKa
B) BBIOpaHHAsi COBOKYITHOCTh YacTeil IMCKa HE CIIOCOOHA K IEPBOHAYATIBHOM 3arpy3Ke

7) «Insert source diskette»
a) TUCKETa, C KOTOPOM OCYIIECTBIISIETCS KOIMPOBAaHUE, BCTaBJICHA
0) BCTaBbTE AUCKETY, C KOTOPOH OCYIIECTBIISIETCS] KOIUPOBAHUE
B) KOIMUPOBAHUE OCYIIECTBIISETCSA CO BCTABIEHHOMN JAUCKETHI

Bbi0epuTe npaBu/IbHBIN NEepeBoOJ CJI0BA
1) «YcrpoiicTBO»

a) device

0) divise

B) divice

r) divese

n) dyvice

2) «BBIBOAUTH HA TIEYATH)
a) prynd

0) print

B) prind

r) printe

n) prinde

3) «Bpemsa»

a) taim 20
0) taym

B) time

r) tyme



4) «Jlata/Yucmo»
a)date

0) deit

B) deyt

r) dete

n) dat

5) «Daitnb»
a) faylz

0) failz

B) failys

r) fails

n) filez

6) «Ilomckazkay
a) prompt

0) promt

B) promp

) proms

1) prompte

7) «Otnanka nporpaMmmbi»

a) debug
0) debag
B) dibag

r) de bug
) debak

8) «Tpomay
a) puth

0) part

B) pat

r) past

n) path

9) «MeTtkay»
a) lable

0) leible

B) leibal

r) label

) labl

10) «IlepepbiB»
a) pauze

0) porse

B) parse

) pause

1) paus
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